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Section A

Answer all questions.

1. Human interaction with the computer system includes a range of usability problems.

	 (a)	 Define	the	term	usability. [1]

 (b) Identify two methods that could be used to improve the accessibility of a computer 
system. [2]

2. By making direct reference to the technologies used, explain how a virtual private network 
(VPN) allows a travelling salesperson to connect securely to their company’s network. [4]

3. Construct a truth table for the following Boolean expression.

(A and B) nor C [3]

4. A school uses a local area network (LAN) which connects several computers and a printer to 
a server and allows access to the internet.

	 (a)	 Define	the	term	server. [1]

 (b) Identify the different clients in this network. [1]

 (c) (i) Identify one external threat to the security of the school’s computer system. [1]

  (ii) State one	way	to	protect	the	computer	system	from	the	threat	identified	in	 
part (c)(i). [1]
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5. A sub-program all_even() accepts a positive integer N and outputs true if all digits of N 
are even, otherwise it outputs false.  For example, all_even(246) outputs true and  
all_even(256) outputs false.

The following algorithm is constructed for the sub-program all_even(N).
 
 EVEN = true
 loop while (N > 0) and (EVEN = true)
  if (N mod 10)mod 2 = 1 then
   EVEN = false
  end if
 end loop
 output EVEN

 (a) Explain why this algorithm does not obtain the correct result. [2]

 (b) Outline what should be changed in the algorithm to obtain the correct result. [3]

6. (a) Draw an annotated diagram showing how an array can be used to store a stack. [2]

 (b) Explain how elements in the stack may be reversed using a queue. [4]
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Section B

Answer all questions.

7. A hardware shop supplies a wide variety of bathroom equipment.  There are 15 shop 
assistants	who	serve	customers,	3	office	staff	who	handle	the	administration,	and	a	manager.

 A specialized company is asked to design and implement a new computer system for  
the shop.

 (a) (i) Identify two different types of users of the system. [2]

  (ii) Explain the role of users in the process of developing the new computer system. [3]

 (b) Describe why it is useful to produce more than one prototype of the new system. [2]

 (c) Outline two problems that may occur when transferring data from the old system to the 
new system. [4]

 The manager of the shop has decided to invest in a computer system which allows customers 
to make online orders from any place at any time.

 (d) (i) Explain how two or more customers are able to access the computer system at 
the same time. [2]

  (ii) Explain how each customer’s data is secure when two customers access the 
system at the same time. [2]
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8. The following diagram shows the structure of the random access memory (RAM).

Address of the  
memory location
(in hexadecimal)
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memory location
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register

Memory 
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register

 (a) Calculate the number of bits in each memory location. [1]

 (b) Calculate the number of bytes in each address. [1]

 (c) Outline the function of the:

  (i) memory address register [2]

  (ii) memory data register. [2]

 (d) (i) Identify two functions of the operating system. [2]

  (ii) State where the operating system is held when the computer is turned off.  [1]

 The machine instruction cycle refers to the retrieval of an instruction from the RAM, and 
subsequently decoding, executing and storing the result.

 (e) (i) Construct a diagram to illustrate the structure of a central processing unit (CPU), 
clearly	showing	the	flow	of	data	within	the	CPU. [4]

  (ii) Identify the part of the CPU which performs decoding. [1]

  (iii) Identify the part of the CPU which executes the instruction. [1]
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9. A control system is used to control sliding doors which automatically open to allow people in 
and out of a shop.

 (a) (i) Identify one type of sensor in this system. [1]

  (ii) Identify one piece of hardware, other than sensors, that is part of the control 
system. [1]

  (iii) With reference to the role of sensors, outline the sequence of steps within the 
computer control system that will take place when a person approaches the door. [3]

	 (b)	 (i)	 Define	the	term	interrupt.  [2]

  (ii) Describe a situation in this system where an interrupt would occur.  [2]

 (c) Discuss the contribution of computer control systems in industry where they replace 
human workers. [6]
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10. The table below holds student names and scores, from a class test.

NAME SCORE
Ann Taylor 10
Boris Penn 18

Ivan Troth 8

Peter Hu 9

Mary Looty 7

 (a) Draw a diagram to show how the data given in the table could be stored in a binary tree 
in the order of scores.  Data should be inserted into the binary tree in the order given in 
the table (ie	data	about	Ann	Taylor	is	to	be	inserted	first). [3]

 (b) The same data could be inserted into a singly linked list in descending order of scores.  
Draw a diagram of this singly linked list. [3]

 (c) Compare the data structures in part (a) and part (b) in terms of:

  (i) searching [2]

  (ii) storage requirements. [2]

 (d) Consider the following recursive algorithm, in which X and Y are parameters in the 
method F.  The return statement gives the value that the method generates.

  F(X,Y)
   if X < Y then
    return F(X+1,Y-2)
   else if X = Y
    return 2*F(X+2,Y-2)-2
   else
    return 2*X+4*Y
   end if
  
  Determine the value of F(5,11). [5]
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11. A population study divides a metropolitan area into seven regions: A–G.

 The following table shows the current population (in millions) of the regions.

Region Current population 
(millions)

A 2.3
B 2.1

C 1.2

D 1.4

E 1.5
F 1.1
G 0.8

 Two one-dimensional arrays, Region and Curr_Pop, are used to hold this data. 
 For example, Region[0] ='A'.  The population in region A is 2.3 million and 2.3 is found in 

Curr_Pop[0].

 (a) Construct the algorithm that will output the total population in the metropolitan area. [3]

 The numbers in the following table represent expected percentages of yearly migration from 
one region to another, obtained by analysing historical migration data.  For example, it is 
expected that 0.32 % of the current population of region B will move to region C.

 The diagonal entries represent a region’s internal growth rate.  For example, the population 
of region C is expected to increase by 1.2 % as a result of the births and deaths of people 
currently living in region C.

To

From
A B C D E F G

A 1.10 0.21 0.21 0.05 0.20 0.20 0.29

B 0.30 1.20 0.32 0.25 0.20 0.09 0.31

C 0.25 0.22 1.20 0.35 0.30 0.23 0.12

D 0.10 0.33 0.36 1.30 0.09 0.12 0.20

E 0.20 0.22 0.24 0.35 1.00 0.20 0.21

F 0.12 0.21 0.13 0.21 0.22 1.40 0.31

G 0.05 0.03 0.30 0.20 0.23 0.26 0.90

(This question continues on the following page)
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(Question 11 continued)

 (b) (i) State the percentage of the population of region G that are expected to move to 
region A. [1]

  (ii) Determine the number of people from region B who are expected to move to 
region E. [1]

  (iii) Describe how the change in population of region F in one year could be 
determined. [3]

 (c) Construct the algorithm that will predict the population in each region after 10 years.  
You should assume that the yearly migration percentages, given in the table on page 8, 
remain the same over the 10 years. [7]
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Option A — Databases

1. After attending a database course, Paul, the owner of a small shop, decided to create and 
implement a customer database.

 (a) (i) Identify one benefit of creating a database. [1]

  (ii) Identify one cost of the implementation. [1]

 Consider this section of his customer database file.

CustomerTable

Name Date ItemOrdered QuantityOrdered InvoiceAmount

Ann Low 18/04/2015 1713 4 200.00
Boris Nicke 18/04/2015 1324 3 180.00
Greta Pink 18/04/2015 1713 3 150.00
Rob Nool 19/04/2015 1648 7 360.00
Ann Low 19/04/2015 1713 5 250.00
Ivor Turk 20/04/2015 1423 6 105.00

 (b) (i) State the number of fields that are in each record of the CustomerTable. [1]

  (ii) Describe, using an example from the table above, why the customer’s name is 
not an appropriate primary key. [2]

  (iii) Define the term secondary key. [1]

 (c) Describe the steps in a query that will list all items for which more than five were 
ordered on 19/04/2015. [4]

 Paul finds that the response time that will database queries is very slow.

 (d) Explain what Paul could do to improve the response time without making changes to 
his hardware. [5]

(Option A continues on the following page)

N15/4/COMSC/HP2/ENG/TZ0/XX



– 3 –

Turn over

(Option A continued)

2. A company lets tourists hire bikes.  The data about bikes and hirers is stored in a database file.  
The following table shows this data for one day.

BikeHireTable

HirerID HName HPhone TimeOut TimeIn BikeID BikeMake BikeModel

BL567 Boris Lok 99123456 09:00 11:00 DU12 BMS_11 A
CL167 Ivy Lok 93123455 09:00 11:00 DU14 AVG_00 B
AL751 Ann Summer 43453657 09:00 17:00 DU54 AVG_00 A
FC345 Fred Cohen 38321432 10:00 15:00 DU23 XYZ_94 C

… … … … … … … …

 The structure of the table can be summarized using the following shorthand notation.

 BikeHireTable
(HirerID, HName, HPhone, TimeOut, TimeIn, BikeID, BikeMake, BikeModel)

 (a) Identify three functions of a database management system in an application such as 
hiring bikes.  [3]

 There are several aspects of the BikeHireTable that are unsatisfactory and it is decided to 
normalize this database.

 (b) Outline the purpose of normalization. [2]

 (c) State the characteristics of

  (i) 1st Normal form (1NF); [1]

  (ii) 2nd Normal form (2NF); [1]

  (iii) 3rd Normal form (3NF). [1]

 (d) Construct the database to 3NF.  Using the shorthand notation, clearly show the 
structure of the database in the 1st, 2nd and 3rd normal forms. [7]

(Option A continues on the following page)
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(Option A continued)

3. (a) Distinguish between the logical and the physical design of a database. [4]

 (b) Identify three items of information that a data dictionary contains.  [3]

 (c) Explain two responsibilities of a database administrator. [4]

 An online information service provides a database of job openings and also posts users’ 
details.  Users can view job listings and reply electronically with their details to the jobs that 
interest them.

 (d) Discuss one advantage and one disadvantage of using a database in this online 
information service.  [4]

4. In a certain country an educational data warehouse team develops data reports.  These data 
reports list every student’s personal data, test scores, academic performance ratings and 
grades.

 (a) Define the term data warehouse. [2]

 (b) Explain the need for ETL processes in data warehousing. [4]

 Different users of the data warehouse have different views and access rights.

 (c) Describe the advantages of using this educational data warehouse for

  (i) teachers; [2]

  (ii) school administrators. [2]

 (d) Outline two methods to ensure security of the data warehouse.  [4]

 (e) (i) Compare classification and forecasting in the context of data mining. [3]

  (ii) Discuss how the use of predictive modelling could help to improve the 
educational system in the country. [3]

End of option A
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Option B — Modelling and simulation

5. Air pollution is a concern for public health.  One measure of air pollution is the amount of 
PM10 (particles measuring less than 10 micrometres) in the air.  European legislation has 
been put into place which requires that any town with over 100 000 inhabitants has to keep 
within the following limits of PM10:

 1. The average PM10 value in one day must not exceed 50 micrograms per cubic metre  
(50 µg m-3) more than 35 times in the year.

 2.  The daily values averaged across the whole year (measured from 1 January) must not 
exceed 40 micrograms per cubic metre (40 µg m-3).

 In an industrial town, PM10 measurements are taken once an hour, recorded and stored.   
A complete model of hourly measurements is built up over the year.  At the end of the year 
the town produces a report which includes the following:

• a chart of the average daily values
• the number of days the average exceeded 50 µg m-3

• the daily values averaged across the year.

 (a) Outline, using a sketch or otherwise, a method of organizing the stored data in a 
spreadsheet for easy reference and analysis. [3]

 Each day the average value from the previous day is published in the local press, together 
with the number of days, if any, that the daily limit (50 µg m-3) has been exceeded since  
1 January.

 (b) Describe how the hourly results could be used to output the results required daily and 
also to produce an end-of-year report. [5]

 The model can be used to produce data on patterns of pollution over time.

 (c) (i) Identify two of these patterns. [2]

  (ii) Explain how one of the patterns from part (c)(i) could help the town plan for  
the future. [2]

 At one point in the year, the town’s daily values, averaged since 1 January, are 45 µg m-3.  A 
“no car” weekend is introduced, in which people are not allowed to drive their cars within the 
town.  It successfully reduces the average PM10 count but has a negative effect on local 
commerce. 

 (d) Explain how the model could be used to estimate the minimum number of “no car” 
weekends that would be needed to keep the town’s daily values averaged across the 
year from exceeding 40 µg m-3. [5]

(Option B continues on the following page)
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(Option B continued)

6. A game for very young children is played on a board, which is represented by a 4 × 4 square.  
The game requires two players

 The aim of the game is to be the first player to reach HOME which is the bottom right square.  
The players take turns to move between squares.

Players can move to an adjacent square which, from their current position, is:
• vertically down
• horizontally to the right
• diagonally in the direction of HOME.

If one of the moves is blocked by the other player, the player can jump over the other player 
and land in the square on the opposite side.

 In the following diagram, player A is in square 1 and player B is in square 6.

A 2 3 4

5 B 7 8

9 10 11 12

13 14 15 HOME

 (a) List the possible squares to which player A is able to move. [1]

(Option B continues on the following page)
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(Option B, question 6 continued)

 (b) Player A moves to square 2 and then player B moves to square 10.

1 A 3 4

5 6 7 8

9 B 11 12

13 14 15 HOME

  For each of the moves that player A could now take, suggest and justify the best move 
that player B could then take. [3]

 The game is simulated by a computer program.

 (c) (i) Outline one way of representing player A and player B, and their positions,  
in memory. [2]

  (ii) Using your structure from part (c)(i), state the current positions of player A and 
player B, as shown in the diagram in part (b). [1]

  (iii) Using your answer to part (c)(i), outline how each possible move from the 
player’s current position could be identified. [2]

  (iv) Suggest how a best move could be selected from the possible moves. [3]

 The computer will always attempt to find the best path to the HOME square.

 (d) Outline the effect that changing to a much larger board would have on running the 
game on a computer. [4]

(Option B continues on the following page)
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(Option B continued)

7. A self-driving car relies on a series of lasers and cameras that combine with high definition 
maps to give a three-dimensional (3D) view of the environment.  Rules are programmed 
into the system so that the car drives at an optimum speed, keeps a safe distance from any 
vehicle in front, uses fuel economically and follows the traffic regulations. 

 (a) Outline the need for high definition maps held in memory. [2]

 (b) Outline how analysing successive 3D images in memory helps the car to drive safely. [3]

 (c) Outline the time and memory needs of 3D visualization in this situation. [3]

 (d) Discuss the social implications of self-driving cars. [4]

8. Consider the following quotation from Professor Heng Ji, an expert in natural language 
processing.  

“Computer searches currently have certain limitations.  If you want to use Google, for example, 
you have to come up with intelligent keywords, you can only search in your own language 
and your search may return thousands of documents.  A computer that could understand 
natural language could overcome those limitations, and our goal is to build that computer.”

One task in which the author Heng Ji has been involved is the creation of a program for  
New York Times journalists to search social networks for breaking news. 

“As a first step in its process, the team manually labels a sampling of documents – for 
example, tweets of news events – to establish a set of ground rules for natural language. 
The computer uses a machine learning algorithm to apply the ground rules to additional 
documents it examines.” 

 (a) Outline the aspects of natural language that make natural language processing difficult 
for a computer. [4]

 (b) Outline the use of genetic algorithms in the above problem. [4]

 (c) Compare two approaches to the development of machine learning. [4]

 (d) Discuss the effect of using speech recognition in the above example. [3]

 (e) Evaluate the advantages and disadvantages to society of the rapid and sophisticated 
analysis of information on social networks. [5]

End of option B
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Option C — Web science

9. The code below is part of an XML (Extensible Mark-up Language) document that contains 
details of a DVD collection.

<collection>
 <dvd>
  <title>The Hobbit</title>
  <genre>Fantasy</genre>
 <dvd>
  <title>Sleepless in Seattle</title>
  <genre>Romance</genre>
 </dvd>
<!--more DVDs entered here-->
</collection>

 (a) Identify the error in the section of XML code shown above. [1]

 In some applications, XML is used instead of HTML principally because of its extensibility 
property.

 (b) Outline the meaning of this property in the context of XML code. [2]

 (c) Describe one benefit of storing HTML formatting information in a CSS file. [2]

 An XML document contains details of a person’s DVD collection.  The XML code will be sent 
to the web server using the internet protocol suite, which includes the TCP and IP protocols.

 (d) Describe how these two protocols work together when sending data over the internet. [4]

 The following web form is part of a login page for an online shopping site.

Name

Email

Country

 (e) (i) Explain how client-side scripting might be used on this login page before the 
page is sent to the web server of the shopping site.  You should make reference 
to any software used. [3]

  (ii) Outline the benefit of using client-side scripting for the shopping site. [2]

 A social networking site stores multiple profile photographs of each client on its web server. 

 (f) Explain how the use of scripts allows the user to change their profile photograph 
without reloading the complete page. [4]

(Option C continues on the following page)
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(Option C continued)

10. When a user requests a file from a particular website, the website uses lossy compression to 
send the file to the user over the internet.

 (a) Discuss how this use of lossy compression might affect the user’s experience. [5]

 The three essential processes of a web search engine are:
• crawling
• indexing
• searching.

 (b) Outline the functions of each of these three processes. [6]

 (c) Explain why the PageRank algorithm might discriminate against new websites. [3]

 (d) Explain how a search engine is able to maintain an up-to-date index when the web is 
continually expanding. [3]

11. A large online retail company is relocating to a new purpose-built site and is considering 
incorporating cloud computing into its IT strategy.

 (a) Describe two architectural features that are essential components of a sustainable 
public cloud computing model.  [4]

 In making decisions regarding their computing facilities, the company has to consider the 
following factors:
• the storage of sensitive financial data
• the extensive use of email for promotional purposes
• the increased demand over the Christmas period 
• any upcoming development projects.

Many companies now use a hybrid approach to cloud computing in which they make use of 
both private and public clouds.

 (b) Explain how this particular company might use a hybrid approach. [6]

(Option C continues on the following page)
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(Option C continued)

12. The development of the web has been largely unregulated. 

 (a) Discuss how this lack of regulation has led to difficulties in extracting information 
from the web and how the use of ontologies would better facilitate the extraction of 
meaningful information. [5]

 The principles of collective intelligence are constantly used by organizations.

 (b) Define collective intelligence with respect to an organization. [2]

 (c) Describe two ways in which an online shopping site can harness the collective 
intelligence of its users to promote its products. [4]

13. Web graphs are often used to illustrate features of the internet.

 (a) With the aid of a diagram, describe how a bowtie structure can be used to illustrate the 
principle features of a web graph. [5]

 (b) By using one example, explain how power laws can represent certain aspects of web 
development.  You should use a labelled graph to illustrate your answer. [4]

End of option C
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Option D — Object-oriented programming

A small health clinic with three doctors operates in a village.  All clients of the clinic have their 
details stored in the clinic’s database.  Patients that visit the clinic during the day are given a 
priority rating (1–3) and are seated in a waiting room to wait for the next available doctor.  When it 
is their turn, the patients are taken from the waiting room to have a consultation with their assigned 
doctor, who makes a diagnosis, provides treatment and writes a prescription.

The clinic’s system is coded in Java.  There are many objects in this system and some of them are 
listed below.

Object Description
Doctor A licensed professional who treats patients in the clinic.

Patient A sick person who requires a consultation with a doctor.

WaitingRoom A place where patients wait for their consultations.
Consultation A dated meeting between a doctor and a patient which results in a 

diagnosis, treatment and a prescription for medication.
Treatment A dated record of all actions and medication prescribed to treat the 

patient’s diagnosed condition.

The three objects Patient, WaitingRoom and Treatment have been defined in the following 
UML diagrams:

Treatment

String date
Integer patientId
String doctor
String actions
String medication

setDate (String date)
setPatientId (Integer id)
setDoctor (String doctor)
setActions (String actions)
setMedication (String medication)
String getDate()
Integer getPatientID()
String getDoctor()
String getActions()
String getMedication()
String toString()

Patient

Integer id
String name
Integer priority
String doctor

setId (Integer id)
setName (String name)
setPriority (Integer priority)
setDoctor (String doctor)
Integer getID()
String getName()
Integer getPriority() 
String getDoctor()
String toString()

WaitingRoom

Patient[10]patients

add(Patient newPatient)
void callNextPatient()
Integer findNextPatientIndex()
remove(Integer n)

(Option D continues on the following page)
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(Option D continued)

The Patient and WaitingRoom objects are implemented as follows:

public class Patient
{
 private int id;
 private String name;
 private int priority;
 private String doctor;

 public Patient(int i, String n, int p)
 { 
  id = i;
  name = n;
  priority = p;
  doctor = null;
 }
 public void setId(int i) { id = i; } 
 public void setName(String n) { name = n; } 
 public void setPriority(int p) { priority = p; }
 public void setDoctor(String d) { doctor = d; }
 public int getId() { return id; } 
 public String getName() { return name; } 
 public int getPriority() { return priority; }
 public String getDoctor() { return doctor; }
 public String toString() { return id+" "+name+" "+priority+" "+doctor; } 
}

public class WaitingRoom
{
 private Patient[] patients = new Patients[10];

 // uses default constructor

 public void add(Patient newPatient) 
 // adds the new patient in the next empty array location
 { 
  int i = 0;
  while ((patients[i] != null) && (i < 10))
  { 
   i=i+1; 
  }
  if (i==10) { System.out.println("No more space in the waiting room."); }
  else { patients[i] = newPatient; }
 }

(Option D continues on the following page)
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(Option D continued)

 public void callNextPatient()
 // finds the next patient, outputs their details 
 // and removes the patient from the array
 {
  int index = 0;
  if (patients[0]==null) 
  { 
   System.out.println("The waiting room is empty."); 
  }
  else 
  {
   index = findNextPatientIndex();
   remove(index);
  }
 }

 private int findNextPatientIndex() 
 // returns the index of the first patient with the
 // highest priority in the array patients
 { 
  int max = 0;
  //... code missing ...
  return max;
 }

 private void remove(int n) 
 // outputs the data of the patient instance at array index n
 // and removes that patient by shifting all remaining patients
 // by one index towards the front of the array
 { 
  //... code missing ...
 }
}

(Option D continues on the following page)
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(Option D continued)

14. (a) Define the term constructor, using an example from the code on pages 14 and 15. [2]

 (b) Describe one additional field that might have been included in the Patient class.  
Include a data type and sample data in your answer. [2]

 (c) Describe the relationship between the Patient object and the WaitingRoom object. [2]

 Consider the WaitingRoom class as presented on pages 14 and 15.

 (d) Construct the missing lines of code in the findNextPatientIndex() method to return 
the index of the first patient with the highest priority in the patients array.   
Note: the highest possible priority is 3. [3]

 (e) Construct the remove(int n) method which outputs the data of the patient object at 
index n and then removes that patient object by moving all remaining patient objects 
one index towards the front of the patients array.  

  You may assume that n is a valid index between 0 and 9, and that an instance of 
Patient exists at that index. [6]

15. (a) In relation to the Patient class, outline one advantage of encapsulation. [2]

 (b) In relation to the Treatment object, discuss one ethical consideration when designing 
software that stores patients and their illnesses. [4]

 The clinic would like to start storing details in a Doctor object, including full name, telephone 
number and whether the doctor is present or not.  For example:

name: Dr Henriëtte Mănescu-Raţa

phone: 0734511122

present: true

 (c) Design the Doctor object using a UML diagram. [3]

 (d) In relation to the Doctor object, outline the need for extended character sets as used 
by modern programming languages. [3]

(Option D continues on the following page)
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(Option D continued)

16. Treatment objects are being instantiated throughout the day and added to a collection.  The 
object treatmentFile contains the following methods which act on that collection:

• getNext() which reads the next treatment from the collection and returns it
• hasNext() which returns false when there are no more treatments in the collection.

 Construct the method showMedicationByDoctor(), which will take the name of a doctor 
as a parameter and output the medication for each treatment in the collection that has been 
provided by that doctor.  You may assume that treatmentFile has been declared as a 
global variable, that it is open for reading, and that the first time getNext() is called it will 
return the first treatment from the collection. [6]

17. The Treatment object needs to be developed further.  There are three possible types of 
treatment and this is to now be recorded.

• ambulatory – the patient is treated and goes home afterwards
• in-patient – the patient spends one or more nights in the clinic
• referral – the patient is sent to a hospital in a nearby city.

 All treatments have common fields such as ID of the patient, date and a doctor object, but 
other fields are different.  For example, ambulatory and in-patient treatments include 
medication while referral does not.  On the other hand, referral includes the name of 
the hospital that the patient was sent to and whether or not ambulance transportation was 
used.  In-patient treatment includes a room number.

 (a) Construct diagrams to show how inheritance can be used to re-design the Treatment 
class. [6]

 (b) Describe three advantages of modularity in program development. [6]

(Option D continues on the following page)
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(Option D continued)

18. Due to the growth of the village, more people have been using the clinic and the current 
static implementation of the waiting room is no longer suitable.  The waiting room needs to 
be implemented dynamically with a structure that preserves the order that the patients have 
come into the clinic.

 (a) (i) State why a stack is not suitable for this purpose. [1]

  (ii) Outline one typical application of a stack. [2]

 It has been decided that a linked-list will be used to hold the individual Patient objects.

 An object of the LinkedList class will be used to instantiate a dynamic list of patients to 
implement the WaitingRoom as follows. 

public class WaitingRoom
{
 private LinkedList<Patient> PatientList = new LinkedList<Patient>();
 // methods  
 public void add(Patient P)   
 // adds a patient at the end of the list
 {
  PatientList.addLast(P);
 }
 public void remove()
 // outputs the name of the next patient to see a doctor and 
 // removes this patient instance from the list
 {
  int index = findNextPatientIndex();
  System.out.println(PatientList.get(index).getName());
  PatientList.remove(index);
 }
 private int findNextPatientIndex()
 {
  int i = 0, result = 0;  
  Patient current, firstup;
  firstup = new Patient();
  firstup.setPriority(0);
  while (i < PatientList.size())
  {
   current = PatientList.get(i);
   if (current.getPriority() > firstup.getPriority())
   {
    firstup = current;
    result = i;
   }
   i=i+1;
  }
  return result; 
 }
}

(Option D continues on the following page)
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(Option D, question 18 continued)

 (b) The remove method could cause a run-time error.  State the pre-condition for the 
findNextPatientIndex method, in order to avoid this error. [1]

 (c) Consider the following list:

PatientList
20070203
Abdul Hashim
2

19991609
Iris Gotenberg
1

20042112
Anh Nguyen
3

Copy and complete the table below to trace a call to the findNextPatientIndex 
method for this list.  Note: the initialization is given in the first row.

i current.name firstup.name result

0 – null 0

0

[3]

 (d) State the purpose of the findNextPatientIndex method. [1]

 (e) Outline the changes needed to improve the findNextPatientIndex method with an 
early exit from the loop. [3]

(Option D continues on the following page)
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(Option D continued)

19. Consider the following fragment of code that implements the method result(), where x and 
y are non-negative numbers.

public int result(int x, int y)
{
 if (x==0)
 {
  return 0;
 }
 else if (y == 0)
 {
  return 1;
 }
 else 
 {
  return (x+y)*result(x, y-1)
 }
}

 (a) Define recursion. [1]

 (b) Trace the method result(3, 4) showing the intermediate steps and the final 
evaluation of this call. [4]

 An electronic amplifier uses a variant of result(), to produce distorted special effects 
whilst a music instrument is being played.

 The method result4(), with the signature 

double result4(double x, int y, double z, int v), 

 produces these special effects, taking four non-negative signals in input, and obeying the 
following specification: 

• if the first three inputs (x, y and z) have a combined value that is more than 12 times the 
value of v, then the method behaves as result(v, y)

• otherwise, and if the value of y is less than half the value of x, the method result4() 
is called again, only now with y and v decremented by 3, unless this would make their 
values invalid

• if none of these actions are possible, result4() behaves as result(0, 0).

 (c) Construct the method result4(), according to the given specification. [4]

End of option D
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Introduction

Banking in the modern sense began in Italy in the 14th century when farmers borrowed money in order to 
finance the sowing of their crops, with the value of their crops being held against the loan.  The people 
arranging these credits carried out their business on benches in the agricultural markets – the word 
“bank” derives from banca, the Italian word for “bench”.  Similar banking practices spread throughout 
Europe with the banks taking up residence in more permanent establishments, where they have since 
become the central pillar underpinning financial transactions, first between businesses, and then 
individuals.

The last twenty years have seen a dramatic change in the 
way that banks interact with their customers, with the advent 
of online banking made possible by the development of the 
internet.

The consequence is that banks are gradually moving their 
business transactions from the physical world of their city 
branches to the virtual world1.  The innovations in technology 
have revolutionized the banking industry with transactions 
now being made almost instantaneously from any point on 
Earth that is within reach of an internet connection.

The cost advantages for the banks and the convenience 
factors for the customers are clear, but there is a downside 
to this.  Security and authenticity are the fundamental 
cornerstones of all financial transactions and the entire 
banking system is dependent upon the secure transmission 
of data.  Revelations reported by The Guardian newspaper 
in September 2013 that the encryption standards used for 
these transactions may no longer be safe are therefore a 
cause for considerable concern2.

The last few years have seen further changes with a strong move towards mobile banking and mobile 
payments as the ownership of smartphones and tablets has increased.  Customers using these devices 
expect their banking services to be available when they are on the move, demanding both security and 
ease of use; a difficult compromise for the IT personnel at these banks.

This Case Study looks at the operations of the fictious bank, TransEuropa.  The focus is on the computer 
science underpinning both the operations and the security aspects of banking transactions.

1 http://www.aba.com 
2 http://www.theguardian.com/…/nsa-gchq-encryption-codes-security
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TransEuropa

TransEuropa is based in a European country where it has been established for many years.  It also has 
a presence in some developing countries where its branches are confined to the major cities.

In an interview with Michael, the Head of IT Operations, he explained how security was a top priority in 
their banking operations.  He described some of the procedures currently in place.

“Even though our internet banking operations in Europe have been in place for 
several years, we continually have to address the security issues surrounding our 
operations.  For customers to have confidence in our company, it is essential that 
they are satisfied that the possibility of fraud is minimized.

“Two main areas of attention are authentication and secure transmission of data.  
Our login process used to be based on the entry of a username and password, 
but this has been changed to 2-factor authentication.  Now the customer replies 
to a security question and then enters a TAN (transaction authentication number), 
which is a type of one-time password.  Each of our online customers has been 
sent a special keypad device which is able to generate the TAN, after the user 
has typed in a code known only to themselves and the bank.  They are able to 
continue with their transaction or enquiry only after the answer to the security 
question and the TAN have been verified by the bank’s server.”

Michael then addressed the security of transmissions.  He explained that, as the online operations are 
carried out over the internet, the security was based on the SSL protocol, which makes use of both 
asymmetric and symmetric encryption.  An extended validation digital certificate issued by a Certificate 
Agency is sent from the bank’s server to the client’s computer.

Recent developments have suggested that this encryption can in fact be broken, which is of great 
significance to any business wishing their data transmissions to be secure.  Michael questioned whether 
the current encryption key length of 2048 bits might now be breakable by brute-force decryption methods 
or whether certain agencies had made use of backdoor methods in decrypting the transmissions3.  Either 
way, he said, there was a constant need to review the bank’s security procedures.

Threats from malware are also a permanent concern to the banking industry.  Michael highlighted both 
phishing exploits and the Man-in-the-Browser Trojan as particular dangers that customers should be 
aware of.  He suggested that further measures would be considered by the bank, such as out-of-band 
verification, to minimize the risks posed by these threats.

3 http://www.computerweekly.com/news/…/US-acts-to-restore-...
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Mobile Banking

Internet banking was originally restricted to personal computers, but the explosion in mobile technology 
and the ability of smartphones and tablets to access the internet has led to an increasing demand for 
mobile banking.  

This increase is shown by the following statistics which were taken from the 2013 Annual Mobile Banking 
and Commerce Summit4:

• This year, 590 million mobile phone users globally will use their device for banking 
purposes.  In 2017, that number will exceed 1 billion.

• Worldwide, banks will spend $118 billion on technology and mobile banking in 2013.
• 81 of the top 100 US financial institutions currently offer some form of mobile banking.

TransEuropa has already taken two different approaches to this area.  When questioned on this topic, 
Michael explained that the approach in the developing countries differed from that used in Europe due to 
the differences in the available technology of the customer base.  He went on:

“In Europe, we want to offer our mobile customers the same range of services 
available to our PC users.  However, mobile devices come in all shapes, sizes 
and specifications, so we need to try to tailor the content to the specific device.  
To achieve this, we employ mobile device detection technology to the HTTP 
requests arriving at our servers.  This detection is based on reading the user 
agent header field and correlating the data held there with the different models 
described in the Device Description Repositories.  We provide a combination of 
push and pull technologies and try to persuade our customers to download apps 
that are specific to their device.  We also offer certain SMS banking facilities.”

He went on to describe how the level of security of mobile phone transmissions varied depending upon 
the type of connection.

“Customers may be using WiFi, where the connection might be controlled by 
either WPA or WEP protocols, or they might be using an unsecured service.   
If they were connected through their phone company they would be using GSM 
protocols.”

He continued by explaining that mobile banking in the developing world has taken a radically different 
approach.

“Our customer base in our European operation is completely different from that 
in the developing countries.  In Europe, most of our customers are connected 
to the internet and require internet banking facilities.  They expect to be able to 
conduct all of their financial operations online.  Compare that to the developing 
countries where our operations are limited to cities and where most customers 
still physically come to the bank to conduct their business.  The majority of the 
rural population don’t have access to the internet.  In fact, the majority don’t have 
a bank account.  However, the majority do own mobile phones.”

4 https://blog.compete.com/…/mobile-banking-today-highlights-from-mcs2013/
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He went on to explain how TransEuropa had entered into a partnership with a local telecommunications 
company in one of the developing countries in order to provide basic financial services to the rural 
population, even though they had no bank accounts.  They were basing their operations on the success 
of the M-PESA system in Kenya, where mobile phone owners are able to make certain payments, either 
for services, such as utility bills, or to transfer money to another person or even between countries.  
Credit can be added to each phone (or cashed in) at any of the mobile phone operators’ offices which 
are scattered throughout the country.

“People are able to use their air-time credit as a mobile bank account”, continued Michael.  “It works 
because the majority of the adult population own mobile phones which can send SMS messages.  Part 
of our role is to develop the STK (SIM Application Toolkit), which provides the interface with the user.”

New Developments

The first was the development of a Mobile Wallet app which the bank’s customers could download onto 
their smartphones.  This app would allow them to use their smartphones to pay for goods with either 
store cards or with credit/debit cards at stores that had the necessary technology installed.  Michael 
referred to Starbucks as a chain in which a significant percentage of sales were conducted in this 
way, and to Pingit and Zapp as two mobile payment services that were already in operation with other 
companies.  The same app would also allow customers to access ATMs without the need for a bank 
card.  

“This idea of a Mobile Wallet is one which we expect most of our customers to 
eventually embrace, as people look for quicker and easier ways of making their 
purchases.  We believe that it is a market we should enter, as customers are 
more likely to trust technology that is provided by the banks.  The choice we have 
is to either make use of ‘contactless’ technology using NFC or to use QR codes 
as part of the payment process.  In either case the safeguarding of sensitive 
information will be a priority.”

He pointed out that Visa Europe predicts that, by 2020, more than half of its transactions will be carried 
out on a mobile device5.

The second development was the investigation into the use of biometrics in providing even more secure 
authentication and verification.  Biometrics has been used as part of multi-factor authentication in areas 
such as immigration for some time, but for various reasons its incorporation into banking services has 
been slower.

Michael concluded by summarizing the main issues concerning modern banking from the technology 
point of view with a look towards the future.

“The main areas that are essential for maintaining and increasing our customer 
base are authentication, data security and user interface.  For authentication, we 
will increasingly be looking towards the use of biometrics.  For data security, we 
will need to continuously monitor the encryption standards used on the internet 
(SSL/TLS) and for mobile phone transmissions (WiFi and GSM protocols).  
Although some traditional services will have to be maintained, the majority of 
our customers increasingly want services such as internet banking and mobile 
payments to be a seamless part of normal life where the quality of the service is 
often more important than the provider.  If we are to survive we must adapt to the 
ever-changing landscape.”

5 http://www.bankingtech.com/...-payments-play-with-first-data/...
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Challenges Faced

Michael and TransEuropa’s challenges for the immediate future are: 

• to prepare a report on the different encryption protocols currently being used and how 
they might change in the future;

• to design the user interface that will work with the STK for their developing world 
mobile project;

• to complete the research necessary for developing the Mobile Wallet project;

• to review the authentication procedures in order to increase the security of banking 
operations.

Additional Terminology To The Guide

Apps
Asymmetric / symmetric encryption
Authentication / 2-factor / multi-factor authentication
Backdoor methods
Brute-force decryption
Contactless technology
Device Description Repository (DDR)
Extended validation digital certificate
Global System for Mobile communication (GSM)
HTTP(S)
Man-in-the-Browser (MitB) Trojan
Mobile Wallet
M-PESA
NFC
One-time password
Out-of-band verification
Phishing
Pingit
Push / Pull technology
QR codes
SMS
SSL/TLS
STK (SIM Application Toolkit)
Transaction authentication number (TAN)
Trojan
User agent header field
WEP
WPA
Zapp

Some companies, products, or individuals named in this case study are fictitious and any 
similarities with actual entities are purely coincidental.
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Answer all questions.

1.	 (a)	 Define	the	term	WPA. [2]

	 (b)	 Outline	the	function	of	the	Sim	Application	Toolkit	(STK)	used	in	the	M-PESA	system. [2]

2.	 (a)	 With	the	use	of	examples,	outline	the	difference	between	push	and	pull	technologies	
used	in	SMS	banking.	 [4]

	 (b)	 A	mobile	phone	with	a	specialized	app	is	able	to	replace	a	bank	card	when	a	person	
gets	money	from	an	ATM.		Some	of	these	phones	make	use	of	QR	codes.

	 	 Explain	how	these	requests	can	be	made	using	QR	code	technology. [4]

3.	 When	a	customer	connects	online	to	their	bank’s	website	a	precise	series	of	steps	are	
followed,	involving	the	SSL	protocol,	in	order	to	establish	a	secure	connection.	

	 Describe	the	steps	that	this	procedure	would	follow. [6]

4.	 Fraud	continues	to	be	a	major	issue	in	the	banking	industry.		Advances	in	technology	
have	led	to	the	development	of	multi-factor	authentication,	including	the	use	of	biometrics.		
TransEuropa,	however,	has	not	yet	made	the	decision	to	introduce	biometric	technology.

	 Discuss	whether	the	introduction	of	biometrics	for	the	authentication	of	mobile	users	would	
be	both	an	acceptable	and	successful	way	to	reduce	losses	due	to	fraud.		You	should	include	
an	evaluation	of	advances	in	technology	and	other	methods	of	authentication,	including	those	
used	by	TransEuropa	in	the	case	study. [12]
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Section A

Answer all questions.

1. State three potential usability issues with cell phones. [3]

2. (a) State the purpose of cache memory. [1]

(b) Draw a diagram to show the relationship between random access memory (RAM),  
the processor and cache memory. [1]

3. Outline one advantage and one disadvantage of wireless networks. [4]

4. Construct a truth table for the Boolean expression not (A xor B) and C.   
Use the following headings in your table.

A B C A xor B NOT (A xor B) not (A xor B) and C

[4]

5.	 Many	different	people	and	organizations	upload	scientific	materials	to	the	internet.
 A student uses data from the internet in a science project.

 Outline two ethical issues concerning this use of the internet. [4]

6. Consider the following recursive algorithm FUN(X, N), where X and N are two integers.

FUN(X, N)
if N<=0 then

return 1
else

return X*FUN(X, N-1)
end if

The return statement gives the value that the algorithm generates.

(a) Determine how many times multiplication is performed when this algorithm is executed. [1]

(b) Determine the value of FUN(2,3), showing all of your working. [3]

(c) State the purpose of this recursive algorithm. [1]
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7. Consider the following binary tree.

(a) Identify all leaf nodes in this binary tree. [1]

(b) For this binary tree, state the result of:

(i) inorder tree traversal, [1]

(ii) postorder tree traversal. [1]

A

B C

D
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Section B

Answer all questions.

8. A book shop has a computer at each point of sale, and also a central computer.

When a customer buys a book in the book shop, the salesperson at the point of sale uses a 
scanning device to input a barcode from the book.

The barcode is sent to the central computer where the barcode of each book and the 
corresponding price are held in a database on a disk.

When the price is found, it is sent to the point of sale computer where all necessary 
calculations are performed, details of the transaction are stored on a local disk and a receipt 
is printed out.

(a)	 Construct	a	system	flow	chart	for	the	system	described	above.	 [5]

At the point of sale there are peripheral devices other than the scanning device and printer.

(b) Outline the purpose of one other possible peripheral device in this scenario.  [2]

 The customers can also buy books online.  A customer can select a book, and then enter 
their name, address and credit card number.  This data is stored on the book shop’s 
central computer in a database of customer orders.

(c) Outline the purpose of protocols in transferring this data.   [2]

(d) (i) Identify two sources of risk to personal data in this online system. [2]

(ii) State two	measures	that	the	book	shop	can	take	to	address	the	risks	identified	
in part (d)(i). [2]

(iii) Outline the consequences to the customer if their data is not adequately protected. [2]
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9. A new higher level programming language is being developed.

(a) Identify two reasons why consistent grammar and syntax should be essential features 
of a higher level programming language. [2]

(b) Identify two features of a user interface that will allow application programmers to 
interact more easily with the programming language.   [2]

(c) State one method of providing user documentation.   [1]

Application programmers who use this programming language will be able to choose to use 
either an interpreter or a compiler.

(d) (i) Outline the need for an interpreter or a compiler. [2]

(ii) Describe one advantage to application programmers of having both an 
interpreter and a compiler available. [2]

One	of	the	predefined	sub-programs	in	the	new	language	is	sumOdd().  It accepts an integer  
N as input.  If N<=0 it outputs -1,	otherwise	it	outputs	the	sum	of	the	first	N odd numbers.  

For example:
sumOdd(4) outputs 16, because 4 is not less than 0, and 1 + 3 +	5	+ 7 = 16.
sumOdd(−3) outputs −1, because −3 is less than 0.

(e) Construct, in pseudocode, the algorithm for sumOdd(). [4]

(f)	 Outline	the	need	for	predefined	sub-programs	and	collections.	 [2]

10. The temperature, humidity, light levels and automatic watering of plants inside the 
greenhouses (glasshouses) of a garden centre are centrally monitored and controlled.

(a)	 Define	the	term	analog data. [1]

(b) With reference to sensors, transducers and the processor, explain the control process 
that	takes	place	in	the	greenhouse	(glasshouses).			 [5]

(c)	 Outline	the	role	of	the	operating	system	specific	to	this	scenario.			 [4]

(d) Describe the difference between polling and interrupt in the event that some of the 
sensors malfunction. [3]

(e) Compare a centrally controlled system with a distributed system. [2]
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11. The diagram shows a list of names held in a circular linked list.  The end of the list is pointed 
to by an external pointer, X.

	 (a)	 State	the	first	name	in	this	circular	list.	 [1]

Two operations are performed on the list in the following order:
1. A node containing the name Sarah is inserted at the beginning of the list.
2. A node containing the name Ken is inserted at the end of the list.

(b) Sketch a diagram showing the resulting circular linked list. [3]

(c) Describe how the number of names held in this list could be determined.   [4]

(d) Explain how a stack could be used to output, in reverse order, all names held 
in the linked list. [4]

(e) Compare the use of static and dynamic data structures. [3]

12.	 A	two-dimensional	array,	A, has N rows and N columns, where N is a positive integer.
The	following	algorithm	is	written	to	fill	array	A with the numbers 1, 2, 3,…, N2.

N=input(‘Enter an integer greater than zero’)
K=N*N
loop for ROW=0 to N-1

loop for COLUMN=0 to N-1
A[ROW][COLUMN]=K
K=K-1

end loop
end loop

(a) Trace the algorithm, with an input of N=3, to show the contents of array A after the 
algorithm has been executed. [3]

(This question continues on the following page)

Peter Anna Boris

X
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(Question 12 continued)

There are many different ways of placing the numbers 1 to N2 into an N × N	two-dimensional	array.
The	following	two-dimensional	array,	with	dimensions	5	× 5	has	been	filled	in	a	circular	
(spiral)	pattern	with	numbers	1	to	52.

The	general	process	of	filling	an	N × N	two-dimensional	array,	in	a	circular	(spiral)	pattern,	
with numbers from 1 to N2 could be described as follows:
• initialize Z=1,
• initialize TOP, BOTTOM, LEFT and RIGHT,
• iterate	until	the	whole	array	is	filled,
• each time Z is placed correctly increase the value of Z by 1,
• fill	the	elements	of	the	TOP row starting from LEFT to RIGHT,
• increase TOP by 1	before	filling	the	elements	of	the	RIGHT column,
• fill	the	elements	of	the	RIGHT column starting from TOP to BOTTOM,
• decrease RIGHT by 1	before	filling	the	elements	of	the	BOTTOM row,
• and	continue	filling	the	BOTTOM row and LEFT column in a similar way,  

adjusting TOP, RIGHT, BOTTOM and LEFT accordingly.

(b) (i) State the initial values for TOP, BOTTOM, LEFT and RIGHT. [1]

(ii) State the consequence of not increasing TOP by 1	before	starting	to	fill	the	
elements of the RIGHT column. [1]

(iii)	 In	the	algorithm	described	above,	state	the	indices	(subscripts)	of	the	first	and	
the	last	element	to	be	filled	in	the	BOTTOM row. [1]

(c)	 Construct,	in	pseudocode,	an	algorithm	to	fill	an	N × N	two-dimensional	array,	in	a	
circular (spiral) pattern, with numbers from 1 to N2 as described above. [9]

TOP

LEFT

BOTTOM

RIGHT

1 2 3 4 5

16 17 18 19 6

15 24 25 20 7

14 23 22 21 8

13 12 11 10 9

[0] [1] [2] [3] [4]

[0]

[1]

[2]

[3]

[4]
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General marking instructions 
 
1. Follow the markscheme provided, award only whole marks and mark only in RED. 
 
2. Make sure that the question you are about to mark is highlighted in the mark panel on the  

right-hand side of the screen. 
 
3.  Where a mark is awarded, a tick/check () must be placed in the text at the precise point where 

it becomes clear that the candidate deserves the mark.  One tick to be shown for each mark 
awarded. 

 
4.  Sometimes, careful consideration is required to decide whether or not to award a mark.  In these 

cases use RM™ Assessor annotations to support your decision.  You are encouraged to write 
comments where it helps clarity, especially for re-marking purposes.  Use a text box for these 
additional comments.  It should be remembered that the script may be returned to the candidate. 

 
5.  Personal codes/notations are unacceptable. 
 
6.  Where an answer to a part question is worth no marks but the candidate has attempted the part 

question, enter a zero in the mark panel on the right-hand side of the screen.  Where an answer to 
a part question is worth no marks because the candidate has not attempted the part question, 
enter an “NR” in the mark panel on the right-hand side of the screen. 

 
7.  Ensure that you have viewed every page including any additional sheets.  Please ensure that you 

stamp “SEEN” on any page that contains no other annotation. 
 
8.  A mark should not be awarded where there is contradiction within an answer.  Make a comment to 

this effect using a text box or the “CON” stamp. 
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Subject details:  Computer science HL paper 1 markscheme 
 
Mark allocation 
 
Section A: Candidates are required to answer all questions.  Total 25 marks. 
Section B: Candidates are required to answer all questions.  Total 75 marks. 
  Maximum total = 100 marks. 
 
General 
 
A markscheme often has more specific points worthy of a mark than the total allows.  This is intentional.  
Do not award more than the maximum marks allowed for that part of a question. 
 
When deciding upon alternative answers by candidates to those given in the markscheme, consider the 
following points: 
 
• Each statement worth one point has a separate line and the end is signified by means of a  

semi-colon (;). 
 
• An alternative answer or wording is indicated in the markscheme by a “/”; either wording can be 

accepted. 
 
• Words in ( … ) in the markscheme are not necessary to gain the mark. 
 
• If the candidate’s answer has the same meaning or can be clearly interpreted as being the same as 

that in the markscheme then award the mark. 
 
• Mark positively.  Give candidates credit for what they have achieved and for what they have got 

correct, rather than penalizing them for what they have not achieved or what they have got wrong. 
 
• Remember that many candidates are writing in a second language; be forgiving of minor linguistic 

slips.  In this subject effective communication is more important than grammatical accuracy. 
 
• Occasionally, a part of a question may require a calculation whose answer is required for subsequent 

parts.  If an error is made in the first part then it should be penalized.  However, if the incorrect answer 
is used correctly in subsequent parts then follow through marks should be awarded.  Indicate this 
with “FT”. 

 
 
General guidance 
 

Issue Guidance 
Answering 
more than 
the quantity 
of 
responses 
prescribed 
in the 
questions 

• In the case of an “identify” question, read all answers and mark positively up to the 
maximum marks.  Disregard incorrect answers. 

• In the case of a “describe” question, which asks for a certain number of facts  
eg “describe two kinds”, mark the first two correct answers.  This could include two 
descriptions, one description and one identification, or two identifications. 

• In the case of an “explain” question, which asks for a specified number of 
explanations eg “explain two reasons …”, mark the first two correct answers.   
This could include two full explanations, one explanation, one partial  
explanation etc. 
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Section A 
 
1. Award up to [3 max]. 
 Has a small (touch-sensitive) screen; 
 Uses batteries for power; 
 No hard disk drive / small memory; 
 Reliability / Network coverage issues; 
 Over in warm weather; 
 Too many steps to access a particular feature; 
 etc.    [3] 
 
 
2. (a) Is used to save time in accessing RAM;  [1] 
 
 (b) Award [1] for the cache between RAM and the processor. 
 
 
 
 
 
 

 [1] 
 
 
3. Award [1] for stating an advantage and [1] for an expansion. 
 Award [1] for stating a disadvantage and [1] for an expansion. 
 
 Advantages and disadvantages such as: 

• Ease of use for mobile users 
• Connectivity between different locations 
• Reliability 
• Cost 
• Security 
• Change in working patterns 
• Health issues 

 etc. 
 

Example answer:  
 
Advantage: 
Ease of use for mobile users; 
As they can work in many different locations; 
 
Disadvantage:  
Security issues; 

 As wireless transmissions are easily intercepted;  [4] 
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4. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 Award up to [4 max] as follows. 
 Award [1] for all 8 sets of input values correct. 
 Award [1] for correct A XOR B column.  
 Award [1] for correct NOT (A XOR B) column. 
 Award [1] for correct NOT (A XOR B) AND C column.  [4] 
 
 
5. Award [1] for an ethical issue, [1] for an explanation, for two issues up to [4 max]. 
 
 Points to be discussed: 
 The data/information is deliberately incorrect; 
 The data/information has not been validated; 
 Intellectual property issues; 
 Plagiarism;   [4] 
 
 
6. (a) N;    [1] 
 
 (b) FUN(2,3)= 

 =2 * FUN(2,2) ; 
 =2 * 2*FUN(2,1) ; 
 =2 * 2 * 2 * FUN(2,0); 
 =2*2*2*1= 8;  [3] 

 
 (c) Calculates XN; 
  Note: DO NOT accept vague answers that may suggest the understanding of NX or use 
  incorrect terminology  [1] 
 
 
7. (a) D and C;  [1] 
 
 (b) (i) B D A C;  [1] 
 
  (ii)  D B C A;  [1] 
  

A B C A XOR B 
 

NOT (A XOR B) 
 

 
NOT (A XOR B) AND C 

 
0 0 0 0 1 0 

0 0 1 0 1 1 

0 1 0 1 0 0 

0 1 1 1 0 0 

1 0 0 1 0 0 

1 0 1 1 0 0 

1 1 0 0 1 0 

1 1 1 0 1 1 
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Section B 
 
8. (a) Award [1] for all correct labels or symbols. 
  (Accept meaningful, consistent symbols.)  
  Award [1] for correct input flow. 
  Award [1] for correct output flow. 
  Award [1] for correct internal processes. 
  Award [1] for correct dataflow. 
  Answers given as a process flowchart may still be awarded [1] or [2]. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 [5] 
 
 (b) Award [1] for identifying a peripheral device, [1] for stating its purpose. 
   
  Example answers: 
 
  Keyboard; 
  To type in some additional data; 
  Or to type in barcode data when it is not possible to scan; 
 
  Magnetic card reader; 
  Used when a credit card is used; 
 
  Microphone; 
  To call the next customer; 
  To call manager; 
 
  Monitor; 
  So the salesman can see the information/data on the screen; 
 
  Visual display; 
  So the customer can read the information/data on the display; 
 
  Speakers; 
  For customers to hear information; 
  For shop assistants to bring another item the customer may wish to buy; [2] 
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(c) Award up to [2 max]. 
  Protocols are sets of rules for transmitting data correctly; 
  They ensure that data is sent from a customer's computer and received by the 

shop’s computer; 
  To create a secure transmission of data from the client to the server through the use  

of the Hypertext Transfer Protocol (HTTPS) ie the customer can pay for the books  
securely (using TLS or SSL). [2] 

 
 (d) (i) Data can be at risk whilst stored on the shop’s disk; 
   Data can be at risk during transmission; [2] 
 
  (ii) Award up to [2 max]. 
   All private information must be encrypted; 
   Transmission channel must be protected by encryption; 

Logging on to the system must be secured (to prevent intruders); 
Dual data back-up system in case of accidental deletion;  [2] 

 
  (iii) Award up to [2 max]. 
   Details stolen; 
   Used for fraudulent purposes; 
 
   Contact details could be shared; 
   Used for junk mail/fraud; 
 
   Personal details stolen; 
   For identity theft;  [2] 
 
9. (a) Award up to [2 max]. 
  Easy to learn/use; 
  Otherwise time may be wasted learning the new language/writing programs in  
  this HLL;  
  There will be no/less compilation errors; 
  There will be no/less logical errors; 

(Reduction of time to create software;) 
  Future maintenance/development is possible by other programmers;  [2] 
 
 (b) Award up to [2 max]. 
  GUI; 
  Toolbars; 
  Menus; 
  Built in commands for inputting from touch screens; 
  Predicted text so that typing a class name followed by a full stop will bring up a list 

of methods/attributes; 
  Automatically use a colour to represent keywords/variables and improve readability [2] 
 
 (c) Award [1 max]. 
  Help files; 
  Online support;  [1] 
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 (d) (i) Award up to [2 max]. 
   Must be translated from a higher level language understandable by 

humans/not understood by machines;  
   Must be translated into machine code; 
   For the CPU to execute it;  [2] 
 
  (ii) Award up to [2 max]. 
   Interpreter is faster/immediately warns about syntax errors/executes 

commands and they could use it instead of the compiler while coding and 
debugging their programs; 

   Compiler is required when there is a need to produce an executable version of a 
program;  [2] 

 
 (e)  Award marks as follows: 
  Award [1] for branch of if-then-else leading to correct computation of S=–1; 
  Award [1] for the correct loop (boundaries); 
  Award [1] for correctly calculating the sum; 
  Award [1] for the output; 
 
  Example algorithm 1: 
  if N<=0 then 
   S=-1 
  else 

  S=0 
  loop for K=1 to N 
   S=S+2*K-1 
  endloop 

  end if 
  output S  
   
   
 
  Example algorithm 2: 
  if N>0 then 

  S=0 
  loop for K=1 to 2*N 
   if K mod 2==1 then 
    S=S+K 
   end if 
  endloop 

  else 
   S=-1 
  end if 
  output S   [4] 
 
 (f) Award [1] for any of the benefits listed below, [1] for an expansion  

(ie when/why/who will need it?). 
  
  Reusability; 
  Modularity; 
  Reliability / All predefined sub-programs are tested and reliable; 
  etc. 
 
  Example answer: 
  Predefined sub-programs and collections are reusable; 
  And this reduces the cost/time needed to develop a large program;  [2] 
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10. (a) Data represented by a continuous variable;   
  Note: Do not accept “not in digital format” or just examples.  [1] 
 
 (b) Award [1] for outlining the purpose of each device, for all three devices.   

Award [2] for explaining the importance of feedback in this relationship; 
  Example answer: 
  Sensor: converts an inputted physical quantity (temperature, light, etc) into an 

electrical signal; 
  Processor: executes a set of instructions (programs) which control the  
  whole process; 
  Transducer: converts electrical signals into other forms of energy 
  (heat, light, etc); 
  Feedback: input signals (information about what is happening to a particular 

process in the greenhouses) is monitored; 
  And fed back to the processor where they can be used to make decisions whether to 

change/modify the climate in the greenhouses or not;  [5] 
 
 (c)  Operating system is a set of programs for this (dedicated) system; 
  Responsible for input devices (reading sensor data); 
  Responsible for sending to the output; 
  And reacting to inputted data in (predetermined) periods of time (to ensure the 

correct climate in the greenhouses);  
  Note: Correct answers must be specific to the scenario in question 10.  [4] 
 
 (d) Example answer: 
  Polling: 
  The CPU visits/checks each sensor in turn to see if there is some input data; 
  It will know that the sensor has malfunctioned; 
  Interrupt: 
  Each sensor sends data as required; 

It will not know that the sensor has malfunctioned (unless a timer is set with a limit on the 
time between expected interrupts by a given sensor);  [3] 

 
 (e)  One computer/processor controls all the greenhouses; 
  Whilst in distributed system each of the greenhouses is monitored and controlled 

by its own computer;  [2] 
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11. (a)  Boris;   [1] 
 
 (b) Award up to [3 max]. 
  For the diagram showing all nodes and links; 
  Ken inserted after Anna AND Sarah placed after Ken; 
  Node containing Ken is pointed to by X/Ken is currently at the end of the list; 
 

  
 
 
 
 
 

[3] 

 
 (c) Use a variable (counter) to keep track of/increment the number of nodes; 
  Use a temporary pointer; 

Follow the pointers from the beginning of the list/from the node pointed to by 
pointer X.next; 

  Until the pointer to the end of the list (pointer X) is encountered; 
  Note: Accept methods that start from the end of the list (X).  [4] 
 
 (d) Initialize an empty stack; 
  Traverse the list from beginning to end; 
  Pushing each data value from the list onto the stack; 
  While stack is not empty; 
  Popping an element from the stack and output the stack element;  [4] 
 
 (e) Static data structure has a predetermined number of elements but number of 

elements in dynamic data structure does not have to be defined in advance; 
  Static data structure has limited size, the amount of memory available is the only 

limit in size of dynamic data structure, size varies; 
  In static data structure elements can be directly accessed, in a dynamic data structure 

access is sequential (which is slower);  [3] 
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12. (a) Award [1] for each correct row, up to [3 max]. 
 

 [0] [1] [2] 

[0] 9 8 7 

[1] 6 5 4 

[2] 3 2 1 
 
  Accept answers that transpose the table.  [3] 
 
 (b) (i) Award [1] only for all correct values. 
 

   TOP=0 
   BOTTOM=N-1 
   LEFT=0 
   RIGHT=N-1 
      [1] 

 
  (ii) The array element at position [TOP][RIGHT] in which value of Z is already 

placed, will be overwritten by the value of Z + 1; 
   Not all of the numbers 1 to N2 will be placed in the array because some will 

be overwritten; 
   The array will be filled with more than N2 numbers/with numbers greater 

than N2;  
 
   Accept answers from the sample 5×5 table, eg the value of MATRIX[0][4]  

which is already filled by 5, will be changed to 6.  [1] 
 
  (iii) The first element to be filled in BOTTOM row has indices (subscripts) 

[BOTTOM][RIGHT] and the last to be filled has indices (subscripts) 
[BOTTOM][LEFT]; 

 
   Accept answers from the sample 5 × 5 table.  The first element to be filled in  

BOTTOM row has indices (subscripts) [4][3] and the last to be filled has indices 
(subscripts) [4][0].  [1] 
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 (c) Award up to [9 max] as follows. 
  Award [1] for initializing Z. 
  Award [1] for initialization of the top and bottom rows, and left and right columns. 
  Award [1] for the outer loop (must be while). 
  Award [1] for the idea that four inner loops are needed  
  (could be for or while loops). 
  Award [1] for each correct inner loop up to [4 max]. 
  Award [1] for assignment (current value of Z placed in A). 
  Award [1] for changing the value of Z after each assignment. 
  Award [1] for changing values of TOP, BOTTOM, LEFT, RIGHT.   
 
  Example answer 1:   
  Z=1 
  TOP=0 
  BOTTOM=N-1 
  RIGHT=N-1 
  LEFT=0 
   loop while Z<=N*N 
    COUNT1 = LEFT 
    loop while COUNT1 <= RIGHT 
     A[TOP][ COUNT1] = Z 
     Z = Z+1 
     COUNT1 = COUNT1+1 
    end loop 
    TOP = TOP+1 
    COUNT2 = TOP 
    loop while COUNT2 <= BOTTOM 
     A[COUNT2][ RIGHT] = Z 
     Z = Z+1 
     COUNT2 = COUNT2+1 
    end loop 
    RIGHT = RIGHT-1 
    COUNT3 = RIGHT 
    loop while COUNT3 >= LEFT   
     A[BOTTOM][ COUNT3] = Z 
     Z = Z+1 
     COUNT3 = COUNT3-1 
    end loop 
    BOTTOM = BOTTOM-1 
    COUNT4 = BOTTOM 
    loop while COUNT4 >= TOP 
     A[COUNT4][ LEFT] = Z 
     Z = Z+1 
     COUNT4 = COUNT4-1 
    end loop 
    LEFT = LEFT+1 
   end loop WHILE 
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  Example answer 2: 
  Z=1 
  TOP=0 
  BOTTOM=N-1 
  RIGHT=N-1 
  LEFT=0 
  loop while Z<=N*N 
   loop for i from LEFT to RIGHT 
    A[TOP][i]=Z 
    Z=Z+1 
   end loop 
   TOP=TOP+1 
   loop for i from TOP to BOTTOM 
    A[i][RIGHT]=Z 
    Z=Z+1 
   end loop 
   RIGHT=RIGHT-1 
   loop for i from RIGHT downto LEFT   
    A[BOTTOM][i]=Z 
    Z=Z+1 
   end loop 
   BOTTOM=BOTTOM-1 
   loop for i from BOTTOM downto TOP 
    A[i][LEFT]=Z 
    Z=Z+1 
   end loop 
   LEFT=LEFT+1 
  end loop WHILE 
      
 Note: For both examples, assume that integer N is inputted and the space for  

the array A with dimensions N × N is allocated.  [9] 
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Option A — Databases

1. A college maintains a database to store information about the courses that it offers, as shown 
in the table below.

CourseTable
CourseID Course_Name Duration

(Hours)
Cost

CS1200 Word Processing 10 30.00
CS1234 Databases 20 60.00
CS1201 Java Programming 105 150.00
CS5201 Java Programming – Advanced 50 90.00
CS1280 Python Programming 75 130.00
CS1331 C Programming 100 180.00
CS1209 Spreadsheets 20 30.00

… … … …

 (a) Outline the difference between data and information. [2]

 (b) Suggest an appropriate data type for each attribute in this database. [3]

 (c) Explain the role of data validation. [2]

 (d) State a validation check which might be helpful when entering a 

  (i) CourseID; [1]

  (ii) Cost. [1]

 (e) (i) Identify the steps in a query, that could be constructed to produce a list of the 
names of courses with a duration between 40 and 80 hours. [3]

  (ii) Describe one function that is required to be performed on databases,  
other than the query function. [2]

2.	 The	database	schema	is	the	definition	that	describes	the	entire	configuration	of	a	database.

 (a) Outline the characteristics of the three levels of the schema. [6]

 (b) (i) Explain two responsibilities of a database administrator. [4]

  (ii) Explain, with an example, how the database administrator would use a data 
definition	language.	 [3]

 (c) Identify four consequences of poor data modelling in the design of a database. [4]

(Option A continues on the following page)
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Turn over

(Option A continued) 

3. Normalization can be described as a process of taking data from a given problem and 
designing it to a set of relations while ensuring data integrity and reducing data redundancy.

 (a) Outline what is meant by data redundancy. [2]

 (b) Outline what is meant by referential integrity of data. [2]

The following table, College, holds information about students, subjects and examination grades.

College
StudentID Name Gender Subject ExamGrade

CA3214 Ann Stern F Biology 5
CA3214 Ann Stern F Mathematics 5
CA3214 Ann Stern F Chemistry 3
SE1123 Mia Mann F Biology 7
FR2345 Joseph Hu M Computer Science 7
FR2345 Joseph Hu M Biology 6
FR2345 Joseph Hu M Physics 5
WR6543 Rea Kohn F Mathematics 4

… … … … …

 (c) Explain the steps that would have to be taken in order to hold this data in a relational 
database in 2nd Normal Form (2NF).  You should include an example of the 2NF form  
in your answer. [6]

 (d) Describe two ways that a database management system (DBMS) can be used to 
promote data security. [4]

(Option A continues on the following page)
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(Option A continued) 

4. A hospital maintains computerized records.  These records contain data about patients, 
doctors, medical facilities and treatment histories.  The records are stored in an  
object-oriented database.

 (a) Describe two characteristics of an object-oriented database. [4]

 (b) Explain concurrency in data sharing in a database. [2]

 This hospital is managed by a health care organization.  The health care organization also 
manages 20 hospitals, over 200 clinics, a medical evacuation unit with several helicopters, 
and an insurance plan.  They decided to create a data warehouse.

 (c) Identify four operations that are used in the transformation process that integrates and 
normalizes data from multiple sources. [4]

 The data warehouse is accessed by a variety of service providers within the organization 
including administrators, doctors, nurses, the medical evacuation unit and  
insurance companies.

 (d) Describe one advantage of this warehouse for

  (i) the patients; [2]

  (ii) the service providers. [2]

 (e) Data mining techniques could be used to uncover patterns regarding the health of  
the population.

	 	 (i)	 Compare	classification	and	cluster	analysis	for	this	purpose.	 [4]

  (ii) Suggest how deviation detection techniques could be used to increase the health 
care organization’s knowledge about the population. [2]

End of Option A
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Option B — Modelling and simulation

5. The population of rare tropical insects on an island follows a geometric model such that the 
population multiplies by k from one month to the next.

For example if k = 2 the population would double each month.  

This situation can be expressed as either Pn+1 = kPn  or  Pn = P0 kn.

P0 is the initial population.
k is a constant.
Pn is the population after n months.

 (a) For a value of k = 3 and an initial population of 100, calculate the population after two 
months, P2. [2]

 (b) With the aid of a diagram, outline the way in which a spreadsheet could be used to 
estimate	the	size	of	the	population	after	each	of	the	first	10	months.	 [3]

Each month it is estimated that only 40 % of insects survive due to various circumstances 
such as climate and lack of nutrition.  This is known as a constant survival rate of 0.4.

 (c) Outline how this factor could be built into your spreadsheet, stating any assumptions 
that you make. [2]

Another model assumes a changing survival rate and recalculates the rate for each month  
using the following formula:

xn+1 = r xn (1 − xn) where xn is the survival rate in month n.  (0 < xn < 1)  
r is a constant.

For example, using r = 3	and	a	survival	rate	of	0.4	in	the	first	month,	the	survival	rate	for	the	
second month would be:

x2 = r x1 (1 − x1) = 3 × 0.4 × 0.6 = 0.72.

	 (d)	 Construct	an	algorithm	to	calculate	and	output	survival	rates	for	the	first	10	months,	
assuming that r = 3 and an initial survival rate of 0.4. [5]

The following table shows a comparison between a model with a constant survival rate of 
0.4 and a model with a changing survival rate,	for	the	first	nine	months.

Population (Constant survival rate) 100 64 51 41 33 26 21 17 13 11

Population (Changing survival rate) 100 72 61 71 61 71 61 71 62 71

	 (e)	 With	reference	to	the	figures	shown,	suggest	how	these	results	could	be	used	to	
compare the accuracy of the two models. [4]

(Option B continues on the following page)
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(Option B continued)

6.	 Influenza	is	a	contagious	disease	and	a	new	form	is	spreading	throughout	a	city.		Some	
people are affected more than others and the illness is spreading more quickly in some parts 
of the city than in others.  Members of the public can be given a vaccine that will prevent 
them	from	contracting	influenza.		Unfortunately,	a	limited	amount	of	vaccine	is	available.

 (a) Outline how the characteristics of the people most affected could be determined. [2]

Age, gender and current health may be factors that affect risk.

	 (b)	 Describe	how	a	model	of	those	most	affected	could	be	defined	and	applied	to	the	
population to estimate the number of people who are at risk. [4]

 (c) Outline one limitation of the model. [2]

Each day the areas in the city where people have contracted the illness are recorded.   
These records can be used to simulate an estimate of the areas immediately at risk. 

	 (d)	 Describe	the	process	of	testing	and	refining	the	simulation.	 [3]

 (e) Discuss how this modelling and simulation could be used to limit the spread and impact 
of the illness. [4]

7. Bridges are modelled and these models are tested using sophisticated software before being 
presented for construction.

The software enables the architect to:
• define	the	shape	of	the	bridge
• apply parameters such as width, length and material to the structure
• view the bridge from different perspectives
• test the strength and stability of the bridge under all conditions.

The	architect	starts	by	defining	the	basic	shape	of	the	required	bridge.		This	includes	the	
span of the bridge (from one end to the other), and the struts (pillars) that are needed to 
support the bridge.  During this phase the architect has a wire frame image to work with.  
When the design is complete, the image is rendered to give a solid view of the bridge.

 (a) Outline the way in which the wire frame image can be used by the architect to adjust  
the parameters and view the bridge from many different perspectives. [3]

 (b) Describe how the wire frame image of the bridge is held in memory. [4]

 (c) Suggest reasons for making changes on the wire frame model rather than the  
solid view model. [3]

 (d) Suggest a strategy to test the model and ensure that the bridge will be safe  
once constructed. [4]

(Option B continues on the following page)
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(Option B continued)

8. The diagram below illustrates a simple feedforward neural network.  A and B are the inputs 
and C is the output.

 (a) With reference to the diagram, describe the use of the input layer and hidden layer in 
determining the output.  You do not need to calculate the values. [4]

In	optical	character	recognition,	a	genetic	algorithm	can	be	used	to	determine	and	refine	the	
structure of a neural network.

 (b) Explain how a genetic algorithm could be used to determine appropriate weights for 
this optical character recognition neural network. [5]

9. Research into natural language processing (NLP) has led to an improvement in  
machine translators.

 (a) With reference to the text-to-text translation, outline the evolution of modern  
machine translators. [4]

 (b) Describe the role of machine language learning in chatbots. [3]

With the increasing possibility of the use of robots in everyday life, research into human-robot 
communication is focusing on interpretation and repetition of movements and expressions so that 
robots can follow instructions.

 (c) By considering the features of natural language, discuss how communication between 
humans	and	robots	could	benefit	from	interpretation	of	physical	signs.	 [4]

End of Option B
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Turn over

Option C — Web science

10.	 A	large	file	is	being	downloaded	from	a	website	using	TCP/IP	protocols.

 (a) Outline one difference between the internet and the World Wide Web (WWW). [2]

 (b) Outline the function of the transmission control protocol (TCP) in the operation 
described above. [3]

The WWW is continually expanding and this has led to an upgrade in the internet  
protocol (IP).  The IP that uses 32 bits is being replaced by one that uses 128 bits.

 (c) Outline the reasons for replacing the 32 bit protocol. [3]

The	new	IP	uses	a	different	format	for	representing	the	address	field	in	the	packet.

 (d) State the effect that this has on the domain name servers (DNS). [1]

	 (e)	 Evaluate	the	choice	of	compression	software	in	the	transfer	of	the	file.	 [5]

11. ACAME is a company that offers a subscription service that permits the downloading of 
animated	cartoons.		When	browsing	their	website	the	following	uniform	resource	locator	(URL)	
is visited:

http://minerva.hq.acame.net/Products/index.html

	 (a)	 Identify	in	the	given	URL	

  (i) the domain name of the server; [1]

	 	 (ii)	 the	file	path	of	the	resource	in	the	server.			 [1]

The web page contains the following line referring to a contact person.

mailto:sly.coyote@acame.net.

 (b) Outline why an expression related to mail services provides a  
uniform	resource	identifier	(URI)	but	not	a	URL.	 [2]

Access to part of the website is restricted and requires authentication.

 (c) State two disadvantages of having the authentication based on the IP address of  
the client. [2]

ACAME has developed its website to be accessible on many different devices.  CSS is used 
in the development of the website.

 (d) With reference to this use of CSS 

  (i) describe one advantage for the user; [2]

  (ii) describe one advantage for the web developer. [2]

The website is extremely popular.  ACAME relies on a large network of servers to store and 
distribute their cartoons.

 (e) Discuss the implications of having distributed systems. [5]

(Option C continues on the following page)
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(Option C continued)

12. A user interacts with a web form in order to select the towns where there are schools with 
computer science classes.  The web form has two windows, one for the country, and one 
for the town where a school is located.  The web form is made interactive to the user so that 
when selecting a country, only the appropriate towns in that country are displayed.

 (a) Describe how this interaction can be generated dynamically. [3]

By making the selection through the web form, the individual websites of the selected 
schools, including other resources and services, may be accessed.

 (b) Outline the role of open standards in providing web-based services. [4]

Schools manage their own website and resources, and the school website must be  
easily retrieved.

 (c) Explain one example of the use of a white hat technique to optimize the search process.   [3]

 (d) Discuss, with an example, how a Creative Commons license could be used in 
this situation. [6]

13. The bowtie structure of the web is a representation of the navigational links among web 
pages, expressed with directed graphs.

In	the	model	some	parts	are	identified,	such	as	the	strongly	connected	core	(SCC),	 
the	IN	and	OUT	of	the	web	graph,	the	tendrils,	and	the	tube.

[Source: adapted from A Broder, et al., (2008), Graph structure in the web.  Computer networks, 33 (1), pages 309–320]

(Option C continues on the following page)

SCC

Tendrils

IN OUT

Tube

N16/4/COMSC/HP2/ENG/TZ0/XX



– 11 –

Turn over

(Option C, question 13 continued)

Consider the following graph.
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N

 (a) Identify the nodes that make up the strongly connected core (SCC) in the graph. [2]

	 (b)	 Identify	the	set	of	OUT	nodes.	 [1]

 (c) State, giving a reason, whether the edge from J to F is a tendril. [2]

 (d) Identify an edge that could be added to generate a tube, taking into consideration the 
existing nodes.  Justify your answer. [2]

Search engines involve three main operations: crawling, indexing and ranking.  By entering a 
keyword	into	the	search	field	of	a	browser,	websites	are	returned	in	some	order	of	ranking.

 (e) Suggest three reasons that a web page may be inappropriately ranked following  
a search.   [6]

Social networking has promoted the use of folksonomies.

 (f) Outline one disadvantage of the use of folksonomies in relation to the search process. [2]

The technologies and behaviours typical of the use of social networking have also 
contributed	to	the	increase	of	scientific	hoaxes	and	misinformation.

 (g) Discuss how collective intelligence can be exploited through social networking to 
promote an untested alternative therapy for a serious disease. [5]

End of Option C
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Option D — Object-oriented programming

In a particular country the Department of Transport analyses all of the train journeys of the different train 
companies in order to determine their reliability.  

A team of programmers have created an OOP system for the Department of Transport to use.
The TrainCompany class is partially shown below.

public class TrainCompany
{
 private String companyName;
 private String companyCode;
 private int numberOfJourneys;
 private Journey[] journeyHistory = new Journey[100000];
 
 public TrainCompany(String x, String y)
 {

this.companyName = x;
this.companyCode = y;

 this.numberOfJourneys = 0;
 }
 public TrainCompany(){}

 
// accessor and mutator methods

 Journey getJourney(int x)
 {

return journeyHistory[x];
 }

 
public void addJourney(Journey j)

 {
 journeyHistory[numberOfJourneys] = j;
 numberOfJourneys++;
 }

 public double averageDelay()
 {code missing}

// returns the average delay for all of a company’s journeys
 

public String longestDelay(Codes[] c)
 {code missing}

// returns the route name for the journey with the longest delay

public String toString(Codes[] c)
{code missing}

}

(Option D continues on the following page)
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Turn over

(Option D continued)

14. (a) By making reference to OOP features, outline why it is possible for the TrainCompany 
class to have two constructors. [3]

 (b) Outline the consequence of having the accessor and mutator methods declared  
as protected. [2]

15. Every time a train journey is completed a Journey object is created.  The Journey class is 
partially shown below.

public class Journey
{

private … routeCode;
// A unique identifier for a particular route

private … delay;
// Minutes late in arriving at the destination

private … weatherRelated;
// Equals true if the journey is affected by the weather,
// otherwise false.

// Constructor which initializes all 3 of the above data items
// accessor and mutator methods.

}

 (a) State the most appropriate data type for each of the three data items in the  
Journey class. [2]

 (b) Construct the constructor method for the Journey class. [3]

The following code updates the journey information for each train company.  This includes 
the creation of the data structure allCompanies, which is an array of TrainCompany.

TrainCompany[] allCompanies = new TrainCompany[3];

allCompanies[0] = new TrainCompany(“Southern”,”T290”);
allCompanies[1] = new TrainCompany(“Northern”,”T400”);
allCompanies[2] = new TrainCompany(“Eastern”,”T155”);

Journey s = new Journey(“J100”,3, false);
Journey t = new Journey(“J103”,8, true);
Journey u = new Journey(“J104”,10, true);

allCompanies[0].addJourney(s);
allCompanies[1].addJourney(t);
allCompanies[0].addJourney(u);
allCompanies[0].addJourney(new Journey(“J101”,6, false));

System.out.println(allCompanies[0].getCompanyCode());
System.out.println(allCompanies[0].getJourney(1).getDelay());
System.out.println(allCompanies[1].getNumberOfJourneys());

 (c) State the output after the above code is executed. [3]

(Option D continues on the following page)
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(Option D continued)

16. The Department of Transport requires data from each company regarding the average length 
of delays.  Delays that are caused by the weather are not included.

The averageDelay() method in the TrainCompany class returns the average delay for all 
of the journeys.  The method does not count delays caused by weather.

 (a) State the value returned by the method call allCompanies[0].averageDelay();, 
assuming that the code in question 15 has been executed. [1]

 (b) Construct the method averageDelay().  You can assume that each TrainCompany 
object has at least one journey. [6]

17. A further class, Codes, links each routeCode to the routeName, which contains the 
departure and destination stations, as shown below.

public class Codes 
{

private String routeName; // e.g. New Amsterdam – Diamond City 
private String routeCode;

public Codes(String a, String b)
{

this.routeName = a;
this.routeCode = b;

}
public String getRouteCode()
{

return routeCode;
}

public String getRouteName()
{

return routeName;
}

}

	 (a)	 Construct	the	UML	diagram	for	the	Codes class. [3]

The array allCodes[] is an unordered array of Codes objects.  It contains the details 
of every route for all of the train companies.  The method longestDelay()in the 
TrainCompany class returns the route name for the journey with the longest delay not 
caused by the weather.

 (b) Construct the method longestDelay().  You can assume that all route codes are 
present in allCodes[]. [7]

(Option D continues on the following page)
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(Option D continued) 

18. The Department of Transport wants to expand this program to include similar analysis for bus 
and airplane journeys.

 (a) Describe how inheritance could be used to provide an organized set of classes for all of 
these forms of transport. [4]

 (b) (i) Draw a diagram showing the dependencies between all of the classes described 
so far, including any introduced in part (a).  You can assume that the Journey 
and Codes classes remain unchanged. [4]

  (ii) Outline the reasons for keeping dependencies to a minimum.  You should include 
an example using the classes described so far. [3]

The output from one call to the toString() method in the TrainCompany class is shown below.

Eastern : Average Delay = 2.5 minutes : Longest Delay = Newtown – Westlock Bay

 (c) Construct the toString() method.  You should make use of previously  
defined	methods.		 [4]

19. The programming team behind this system is considering making use of different  
data	structures	in	order	to	improve	efficiency.

 (a) Outline one reason why the array declarations in the original program may lead  
to	inefficiency.	 [2]

 (b) Currently the allCodes	array	is	not	structured	for	efficient	searching.		Describe	how	
a different data structure can be both created and utilized so as to allow for the route 
name to be found more quickly. [5]

20. The programming team is considering whether to replace the journeyHistory array with 
an abstract data type (ADT) such as ArrayList or LinkedList.

 (a) Outline how a programmer is able to use methods of an ADT, such as an ArrayList or a 
LinkedList, without knowing how they are implemented. [3]

 (b) Suggest why the team might choose to use an instance of the LinkedList library class, 
and not an ArrayList, to store the journeyHistory objects. [3]

The allCodes array has some duplicated entries (some objects which are the same).  
The team has decided to copy to an ArrayList object all unique entries of the allCodes array.

 (c) Construct the method convert() that will carry out this process.  By inspecting the 
routeCode	fields	you	should	ensure	that	only	unique	objects	are	copied.	 [7]

End of Option D
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Option A — Databases  
 
1. (a) Data means the raw facts that make information; 
  Data is unprocessed values; 

Information is data that has value to the user/has been interpreted by  
the user/processed/put into context;   [2] 

 
 (b) CourseID – string; 
  CourseName – string; 
  Duration – float/integer; (do not allow number) 
  Cost –float; (do not accept integer or number but allow decimals) 

Note: Award [3] for all correct.  Award [2] for three correct.  Award [1] for two correct. [3] 
 
 (c) Award up to [2 max]. 
  Data validation is checking to see if the data entered is sensible; 
  So that it can be processed correctly / maintains the integrity of the data; 
  It makes sure that the data entered is in the appropriate range and/or type to 

avoid obtaining incorrect results; 
It is performed by the computer which detects if data entered is not in the 
range/of the type which is defined (by the person who set up the database); [2] 

 
 (d) (i) Only 6 (alphanumeric) characters; 
   Accept a reasonable example, eg 2 letters followed by 4 integers.   

Note: It is not evident that all courses will have 2 letters followed by 4 integers so 
accept any reasonable attempt to show there has to be a fixed format. [1] 

 
  (ii)  Only non-negative values should be accepted; 
   Accept any reasonable example, eg 0–999.0 / not negative [1] 
 
 (e) (i) Accept logically equivalent answers. 
   Example answer: 
   SELECT CourseName; 
   FROM CourseTable ; (allow open CourseTable) 
   WHERE Duration >= 40 AND Duration <= 80 ; [3] 
 
  (ii) Award [1] for stating any function and [1] for a short description, up to [2 max] 
   Example answers: 
 
   Updating; 
   Adding/deleting/modifying entities; 
 
   Inserting; 
   Adding new records/entities to the table; 
 
   Deleting; 
   Removing entities which are not in use anymore; 
    
   Modifying; 
   Changing information in the table for more recent information;  [2] 
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2. (a) Conceptual; 
  Describes the data required in the application / preliminary design with basic 

information, eg tables; 
 
  Logical; 
  Describes how the relationships will be represented in the database  

(using the attributes/keys/data structures); 
   
  Physical; 
  Describes how the data will be stored on the physical medium;  [6] 
 
 (b) (i) Award [1] for a responsibility and [1] for expansion, for two responsibilities 

up to [4 max]. 
 
   Responsibilities 
   Installation;  
   Updating/Upgrading;  
   Monitoring; 
   Security;  
   Backup/Recovery; 
   Reporting 
   etc 
 
   Example answer: 
   The DBA is responsible for updating/upgrading the database; 
   This means that new data/new relations/new attributes could be added; 
   Some data/relations/attributes could be deleted/modified; 
 
   Another responsibility of the DBA is security; 
   The DBA gives/assigns access levels to users;  [4] 
 
  (ii) DDL is used by the database administrator during  
   It is a subset of database query language; 

set up/upgrading/removal phase of database project; 
   With commands/statements which refer to database elements/only 

available to the database administrator; 
   It is used to create, alter and destroy a database and its contents; 
   Award [1] for any example of a DDL command tem.  [3] 
 
 (c)  Award up to [4 max]. 
  Some data objects required by the database might not be completely and 

accurately represented/might be missing; 
  May not be detailed enough to be used by the database developer for building 

the physical database; 
  It could create a database that omits data required for various reports; 
  It could produce results that are incorrect or inconsistent; 
  It may be unable/difficult to make changes; 
  Redundant data may be created/present; 
  Poor modelling may result in the wrong data type being assigned to a field and this  

would affect queries/searches; [4] 
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3. (a)  Some data in a database can be found in two or more different locations / several  
copies of the same data; 

  Which takes up unnecessary space; 
  Data that is stored could be calculated from other data items; 
  Unused data; [2] 
 
 (b)  Award up to [2 max]. 
  A property that ensures relations between tables remain consistent/are not broken; 
  The rows/entities in relation must be uniquely identified; 
  Links must be correct / every foreign key must have the actual value of a key in  

another relation; [2] 
 
 (c) Must first be in 1NF; 
  No repeated data/description; 
  Split tables; 
  E.g. Students and Subjects; 
  Assign each table a primary key; 
  StudentID in Students and a compound key in Subjects; 
  Tables linked …; 
  Correctly display the tables with keys identified; 
 
  Example 2NF: 

 Student (StudentID, Name, Gender)  ; 
 SubjectStudent ( StudentID, Subject, ExamGrade) ; 
 
    [6] 
 

 (d) Award [1] for any of the following and [1] for description, up to [4 max]. 
 
  Access rights; 
  Audit trails; 
  Data locking; 
  Validation; 
  Encryption; 
  Backups; 
 
  Example answer: 
 
  Access rights control; 
 Passwords and PIN numbers limit the access to private information to  

authorized users only; 
   
  Audit trails; 
  Records of who accessed data and what changes are made; [4] 
  



 – 8 – N16/4/COMSC/HP2/ENG/TZ0/XX/M 

 

4. (a)  Award up to [4 max]. 
 
  Transparent persistence; 
  In OODB an application can manipulate both persistent data (stored on a 

permanent storage device) and transient data (data manipulated by transaction); 
   
  Object identity; 
  Every object can be uniquely identified and is independent of its value (two equal 

objects actually point to same data structure in memory); 
   
  Modularity; 
  Complex objects can be built up from smaller ones; 
   
  Encapsulation; 
  Data and functionality hiding;  
   
  Inheritance (extensibility); 
  Supports class/type hierarchies; 
   
  Supports object-oriented features such as overriding and overloading; 
   
  Concurrency control; 
  A hierarchy of objects may be locked; 
  etc    [4] 
 
 (b) Award [1] for the idea that more than one person could be reading the data at the 

same time, [1] for the idea that only one person could edit the data, up to [2 max]. 
 
  Concurrency is the ability of a database to allow  

multiple users/multiple transactions at the same time; 
  When one user is changing data but has not yet saved that data, and as long as 

the user performing this change has not saved the data, only he should be able 
to view the data he is changing; 

  Database should not allow other users who query the same data to view the 
changed unsaved data, other users should only view the original data; 

  It is possible because changed (but unsaved) data is held in some sort of 
temporary file, once it is saved, it is then written to the database’s physical 
storage in place of the original data;  [2] 

 
 (c) Award up to [4 max]. 
  Selecting (only certain) data; 
  Automated data cleansing – for example, date of birth stored in format 

dd/mm/yyyy in source database, but data warehouse stores in format yy/mm/dd; 
  Merging, joining data from multiple sources; 
  Applying data validation; 
  Deriving some new data (calculating, comparing); 
  Sorting; 
  Aggregation; 
  etc    [4] 
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 (d) (i) Award up to [2 max]. 
   Personal history, therapy or treatments are known, available to all 

providers; 
   Knowledge about how other patients with similar characteristics respond to 

a particular treatment; 
   Data repository is continuously updated as new medical information 

becomes available; 
   Data collected over time could be used to facilitate problems of 

identification and resolution; 
   Data collected over time about results of preventive care measures could 

be used and compared to see whether/how they work;  [2] 
 
  (ii) Award up to [2 max]. 
   Data warehouse could be used to identify best practices in the treatment of 

a certain condition; 
   To discover opportunities to improve care/outcomes; 
   Clinical/hospital leadership can identify those providers whose patients 

have better outcome; 
   Insurance companies will have fewer overheads because they will need 

fewer staff following up on patient claims;  [2] 
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 (e) (i) Award [1] for definition of classification and [1] for a definition of  
   cluster analysis.  Award [1] for a “health care” example of each data mining 

function up to [2 max]. 
 
   Example answer: 
 
   Classification (is a data mining function which) assigns items in a collection 

to target categories/classes, and the goal is to accurately predict the target 
class of each case in data; 

 
   A classification model could be used in a medical database with relevant 

patient information recorded previously (such as age, heart rate, blood 
pressure) to identify whether or not the patient had a heart problem; 

 
   Cluster analysis as a data mining function that performs analysis of abstract 

objects grouped into classes of similar/dissimilar objects / finds clusters or 
groups of objects based on their similarity/dissimilarity; 

 
   Cluster analysis could be used in a medical data warehouse to categorize 

patients with chronic diseases in a population and to gain insight into the 
distribution of chronic diseases in a population/track diagnoses and drug 
prescriptions, etc.   [4] 

 
  (ii) Award up to [2 max]. 
 
   Example answer: 
   Knowledge could be expanded by obtaining information about the group 

with the strangest behaviour/anomaly pattern detected; 
   Use of deviation detection techniques helps in detecting signals and 

detecting them earlier allowing time to take appropriate measures; 
 
   Accept a “health care” example. 
   Example answer: 
   Deviation detection techniques could identify an increasing number of 

diarrhoea cases among children in the southern part of the city; 
    Measures could be taken to prevent causes of diarrhoea such as parasites, 

infections, food poisoning, etc; 
   Deviation detection techniques could help in answering questions such as 

“Are environmental factors linked to a specific geographic location impacting 
the patient population?”;    [2] 
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Option B — Modelling and simulation 
 
5. (a) Award [1] for correct substitution and [1] for correct answer: 
  (P2  = 100 × 32  =) 900  [2] 
 
 (b) Award marks as follows (must be explained or written on diagram) 
  Insert initial values;  
  Use formula to calculate next value; (Note: Accept B2 × 2A3) 
  Copy down for first 10;   
 

 
 
 
 
 
 

 [3] 
 

 (c) Award up to [2 max]. 
  Correct application of 0.4; (Note: Depending on clear assumption made) 
  At each time period; 
  For example: 
  Assuming that survival rate applies before population increase; 
  Correct first value; 
  Apply 0.4 to next value; 
  And copy down;  [2] 

 
 (d)  Set initial variables for rate and r; 
  Loop for first 10 time periods (accept “to 9” or “to 10”); 
  Correct calculation of next rate; 
  Current rate changed; 
  Correct output; 
 
  Example answer 1: 
  CURRENTRATE = 0.4 
  R = 3 
  loop TIMEPERIOD from 0 to 10 
   output TIMEPERIOD, CURRENTRATE 
   CURRENTRATE = (CURRENTRATE)*(1 – CURRENTRATE)*R 
  end loop 
 
  Example answer 2: 
  CURRENTRATE = 0.4 
  R = 3 
  output “0”, CURRENTRATE 
  loop TIMEPERIOD from 1 to 10 
   CURRENTRATE = (CURRENTRATE)*(1 – CURRENTRATE)*R 
   output TIMEPERIOD, CURRENTRATE 
  end loop   [5] 
 
  
  

 A B 
A time period population 

time period 0 100 
0 1 B2 × 3 
1 2 B3 × 3 
2 …… …… 

…… 10 B11 × 3 
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 (e) Award up to [4 max]. 
  The constant rate describes a decreasing population of insects; 
  Whereas the changing rate stabilizes; 
  Which may be more in line with what actually happens; 
  The validity of the models could be seen over time; 
  As either the insect will become extinct or it will achieve a stable level;   [4] 
 
 
6. (a) Award up to [2 max]. 
  Details recorded of those ill; (eg a standard form giving age, sex, previous 

illnesses/allergies) 
  Follow up form completed at end of illness; (eg recording a severity rating or 

details on length of illness) 
  Correlation between characteristics of those recorded; 
  Access of patients; (eg doctor/hospital/adverts asking for contact if ill etc.)  [2] 
 
 (b)  Award marks for each of the following mentioned in the answer: 
  Collate the data collected; 
  Mention of the factors: age, gender and previous illnesses; 
  To give a model of risk from those who were most affected; 
  Apply to records of population to give risk numbers; 
 
  For example: 
  Using the data collected on those who have already been ill; 
  Each factor refined to give a mathematical model; 
  For example age >65, gender = male, previous heart attack = true; 
  Population divided into those with none, one, two or all three giving number in  
  each category;  [4] 
 
 (c) Award [1] for a limitation and [1] for an expansion 
  For example: 
  Depends on data considered in the first place; 
   And may miss a less obvious factor such as diet/exercise etc.  [2] 
 
 (d) Award [1] for setting up model and predicting/estimating, [1] for changing values 

if there is a discrepancy and [1] for creating a developing pattern. 
   
  Set up a model of city eg dividing into grid system or regions; 
  Predict spread to adjacent areas; 
  Each day the current outbreaks are compared with the estimated ones;  
  If there is a large discrepancy the simulation must be re-thought.  If the 

differences are small then the values (coefficients of the variables or variables 
themselves) can be changed for the next estimation;  

  After a few iterations a reliable pattern should emerge (if there is one);  [3] 
 
 (e)  Award [2] for discussing advantages of knowing the people at risk and [2] for  

discussing the advantages of knowing the pattern of spread. 
  The model of patients helps to identify who is at risk if they catch the disease;  

And preventative measures such as vaccination if possible or warnings can be  
sent to those at risk, saying to take extra care/report immediately if 
they have the symptoms; 

  By knowing the rate and area of spread, institutes in the most vulnerable areas  
such as schools could be closed, unnecessary movement could be restricted; 

  Statistics on the areas affected could identify characteristics of those areas  
which might call for change in town planning (eg density, pollution etc.)  [4] 
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7. (a) Award up to [3 max]. 
  Shape seen as a set of connecting lines; 
  Representing the structure of the bridge and supports, with corresponding 

variables “thickness”, “length”, “material” etc; 
  Can use a library of pre-defined shapes that can be added to design; 
  Parameters can be applied/changed by the architect to the variables  
  where appropriate; 
  Parameters can be changed by entering values in cells/dragging vertices  

of wireframe; 
  By rotating the wireframe all parts of the bridge can be seen;      [3] 
 
 (b)  Each (vector) representing a line (edge) in the diagram; 
  Is held in memory as the two 3D coordinates of the endpoints; 

Mathematical formulae/algorithms used in calculating crossing/touching lines; 
  Parameters such as thickness etc linked to the list of lines; 
  And to define hidden or visible parts from different views; 

Note: Accept answers that reference “primitives”. [4] 
 
 (c) Award up to [3 max]. 
  Transition from memory of the model into screen representation is fast; 
  Allows the architect to make multiple changes with little processing; 
  The solid model would need to render each time which is memory and  
  time consuming; 
  To rotate the wireframe, processing and memory is minimal, compared with the 

solid view;   [3] 
 
 (d) Use the model and apply conditions such as higher than expected traffic under 

normal conditions; 
  Normal and maximum traffic in extreme weather conditions such as gales, 

extreme cold and extreme heat; 
  Measure the response of the structure on these conditions such as bending etc; 
  Change and re-test if bridge does not respond well; 

Note: Accept reasonable answers about what may happen to the bridge. [4] 
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8. (a) Award marks as follows  
  Sending from input layer to hidden layer with appropriate weights; 
  Sending from hidden layer to output with appropriate weights; 
  Calculating the output; 
  In reference to the figures shown; 
  (Note: That full calculations are not required and incorrect calculations should 

not be penalized.) 
 
  For example: 
  The input layer sends A and B to the hidden layer applying the weights shown; 
  (A × 0.5 + B × 0.1 ) and (A × 0.5 + B × 0.2) 
  The outputs from the hidden layer are then sent to the output layer applying the  
  weights shown; 
  (0.1 × 0.5 + 0.5 × 0.1) × 0.1 and (0.1 × 0.5 + 0.5 × 0.2 ) × 0.2 
  These are then added to give the output; 
  0.01 + 0.03 = 0.04  [4] 
 
 (b) Award up to [5 max]. 
  A random set of weights populated for the network; 
  Each run with a training set of letters; 
  Fitness function decided in advance (eg % of correct letters recognized); 
  Fitness evaluated against fitness function for the network; 
  Crossover and/or mutation on the algorithm and parameters using a set of  

“best solutions”/network adapted accordingly; 
  Repeat process until an acceptable recognition of characters is achieved;  [5] 
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9. (a)  Award marks as follow: 
  Mention of the basic parts of language – noun etc; 
  Reference to syntax and semantics; 
  Mention of “direct” versus accumulated knowledge translators; 
  An appreciation of recent advances; 
 
  For example: 
  Early translators concentrated on translation based on vocabulary and restricted 

grammar rules – words and syntax.  This was easily applied by machines but not 
close to the semantics of natural language.  Even recognizing nouns verbs and 
adjectives is not straightforward as many words can act in more than one role. 

  These “direct” systems did have some success when common phrases and 
structures were included. 

  With increased machine memory and speed it became possible to use data 
driven systems which access vast banks of language data in different languages 
to “compare” meanings.  Together with statistical techniques these are  

  quite efficient.  [4] 
 
 (b)  Award up to [3 max]. 
  Chatbots have developed from simple repetition; 
  Also from interpretation of text to speech recognition; 
  Through a limited expert machine type approach; 
  To individual entities that “learn” from those who use them;   [3] 
 

 (c)  Award marks for a full discussion including the features of natural language and 
the way machines learn for example: 

 
  A mention of natural language and its ambiguities: 

• natural language has syntax but this is not always applied; 
• semantics give meaning according to context; 
• some words have different meanings and verbs and nouns are not always 

distinguishable; 
   
  A mention of the way in which machines learn cognitive learning, heuristics and 

probabilities: 
• machines can follow rules to interpret language; 
• given time/repetition the probabilities of word combinations and meanings 

can lead to recognition; 
 
  The difference between understanding voice commands and gestures: 

• associating actions with commands would be closer to cognitive learning; 
• key words would be associated with movements;  

 
  The advantage of “seeing” and repeating: 

• seeing and repeating would reinforce the association between a command 
and action;   [4] 
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Option C — Web science 
 
10. (a) Award [2 max] for outlining a difference from both the point of  
  view of the internet and WWW. 
 
  Internet: 
  Connects computers / network of networks; 
  Focuses on physical layer; 
  A way to transport content/exchange information through languages  

and protocols; 
 
  WWW: 
  The resources that allow one to connect/aggregate people around an  
  activity/interest (expressions focusing on a social dimension are fine); 
  A way to access/share/exchange information that is built on top of the internet; 
  A way for applications to communicate/share/exchange;  [2] 
 
 (b) Award up to [3 max]. 
  Divides the file into packets; 
  Size of which is defined by the IP; 
  Sends the packets off; 
  Provides error checking / resends lost packets; 
  Establishes and maintains a connection to the website in order for the file to  

be downloaded; [3] 
 
 (c) More devices/users; 
  All with their own IP addresses; 
  Therefore more addresses are needed than provided by original protocol;   [3] 
 
 (d) Entries need to be modified to accommodate the new representation;    [1] 
 
 (e) Award up to [5] as follows: 
  [2] for discussing the trade-off for lossy. 
  [2] for discussing the trade-off for lossless. 
  [1] for a justification/conclusion. 
   
  Could use lossy; 
  Results in smaller file sizes and faster transfer speed; 
  However important data might be lost; 
 
  Could use lossless; 
  Which would result in larger file sizes and slower transfer speed; 
  This would preserve the integrity of all of the data; 
 
  The type of file should be considered to decide suitability of each method;  [5] 
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11. (a) (i) minerva.hq.acame.net   [1] 
 

  (ii) /Products/index.html   [1] 
 
 (b) Award [2 max]. 
  Mail services cannot be treated as a URL because the protocol of the receiver is 

not known;  
  Nor are the ports/firewalls; 
  The control is entirely on the receiver’s side;  [2] 
 
 (c) Award up to [2 max] for any two disadvantages, [1] each. 
  It does not work if the IP address is public; 
  It does not work if the IP is dynamically assigned (DHCP); 
  Somebody may pretend to use a different IP address (spoofing); 
  Client would not always log in from the same IP;   [2] 
 
 (d) (i) Award [2 max] as follows: 
   [1] for identifying an advantage. 
   [1] for an expansion.  
 
   This makes it optimal on any display (eg Smartphone, desktop...)/for printing; 
   Downloading is faster with CSS; 
   Because the HTML tags for the layout are not necessary and the pages  
   are smaller; 
   The CSS file can be shared by several pages of the portal;  
   And it needs to be downloaded only once;  
   Ensure page looks as intended regardless of browser; 
   No need for user to download second web browser to ensure content  

works correctly; [2] 
 
  (ii) Award [2 max] as follows: 
   [1] for identifying an advantage. 
   [1] for an expansion. 
 
   The same CSS file can be used on many pages in the website; 
   Thereby saving developing time; 
   Editing one CSS file means changes can be applied to many webpages in 

one go; 
 
   Content (in HTML) and presentation (in CSS) are separated;  
   Hence, same content can be re-used in different contexts by changing only 

the CSS; 
 
   Splits the work of web development between those competent for content 

and those competent for graphics; 
   This speeds up development/delivery / guarantees overall better quality; 
 
   The CSS file can be shared by several pages of the portal;  
   And it needs to be downloaded only once;   [2] 
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 (e) Award [5 max] as follows: 
   up to [2 max] for addressing some technical features. 
   up to [3 max] for an elaboration. 
 
  Examples of technical features that could be addressed: 
  The service is mirrored; 
  Workload is shared; 
  Quicker to download as the user can be redirected; 
  To the closest geographical location/the least busy server; 
  The client’s request can be fragmented and made to run in parallel  
  and this is not visible to the client (P2P); 
 
  Possible elaborations: 
  Servers can store different items based on legality of host country; 
  Implies it is more difficult to control the whole system; 
  Hence there is greater overhead in distributing new material; 
 
  Servers can store different items based on telecom infrastructure of  
  host country; 

Implies costs of maintenance/delivery may prompt further decentralization; 
  Hence the system becomes more complex/fragmented; 
  Quality of service may vary to different users;  [5] 
      
       
12. (a) Award up to [3 max]. 
  When the user selects a country, a script (javascript/JSP/servlet etc) is invoked; 
  With the selected country as a parameter; 
  The script contains a list of towns associated with each country; 
  The list of towns is returned in the window;   [3] 
  
 (b) Award up to [4 max]. 
  Open standards establish how the information is passed/exchanged through  
  the web; 
  Which is a key feature for services that need to involve different systems/sites; 
  In particular when using dynamic forms (javascripts etc); 
  A good web-service provider guarantees interoperability; 
  Which is successful access to resources/provision of service from  
  different platforms; 
  The use of standards/open standards (as approved by W3C;  

As opposed to ad hoc solutions) guarantees interoperability; 
  The use of ad hoc solutions may propagate side effects in searching within a 

school web site; 
  Open standards typically rely on the use of HTTP and XML; 
  Or on specific web-service design technologies (such as SOAP) that   
  embed HTTP and XML;  [4] 
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 (c) Award [3 max] as follows: 
  [1] for naming a feature that characterizes a white hat technique. 
  up to [2 max] for an expansion. 
 
  Content of good quality/well organized/with keywords; 
  And not fragmented into many pages; 
  Because this maximizes the success of research by keywords and decreases 

response time; 
 
  Meaningful/relevant meta-tags/headers for titles/subtitles; 
  Make a more straightforward search process; 
  And augment the chances of being found, given the “semantic web”; 
  In particular when content and presentation are separated (ie use of  

HTML + CSS); 
 
  Prefer the use of keywords that can be used for searching rather than 

general wording;  
  Both in content and in key parts of the web page (eg title/description/links); 
  Because this maximizes the success of research by keywords and decreases 

response time; 
 
  Inbound links of good quality; 
  Because they tell how authoritative the website is; 
  And this should be observed both for the main access page and the other 

secondary pages; 
 
  Minimize the use of comments to mask old content/text in the  

website/web page; 
  Delete obsolete links/orphan pages/text; 
  Because they are out-of-date and could be retrieved by a web crawler; 
  Interfering with the response time for the current search;  [3] 
 
 (d) Award [6 max] 
  up to [4 max] for describing what Creative Common is, and 
  up to [2 max] for a good example (award [1] for a simple example). 
 
  Creative Commons is a way to manage copyrighted material especially on  

the web; 
  To the purpose of enabling the sharing and use of copyrighted material in a more 

friendly way; 
  Limited to the purposes and conditions as specified in the licence;  
  The author of the material maintains the rights on the material through  

the copyright; 
 
  Possible example (accept meaningful examples): 
  Teachers may produce teaching material/coursework and make them available 

through their school’s website; 
  And this guarantees that all students have access to the same quality of 

resources, that are meant to establish the minimal standard; 
  To the effect of allowing students to self-assess their level of proficiency; [6] 
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13. (a) Award up to [2 max]. 
  ([1] if there is a minor error eg extra node, one omission etc.) 
  A G K L P M H D  [2] 
 
 (b) E I N ;    [1] 
 
 (c) No; 
  Because it links J to the IN node F which is connected to the SCC / 
  because to be a tendril of the IN component, the edge should go out  
  of the IN component;  [2] 
 
 (d) Award up to [2 max]. 
  Any edge from any one in {C,F,J,O} to any one in {E I N}; 
  Or, alternatively, an edge from B to any between {Q,E};   
 
  Because it must link an IN node to an OUT node without affecting the 
  SCC (follow through from their SCC in part(a));   [2] 
 
 (e) Award up to [6 max], as follows: 
 For each of the three reasons award [1] for identifying a reason and [1] for  

an explanation. 
 
  Crawler cannot find the webpage for certain keywords; 
  Because they have been poorly optimized; 
 
  The web page is in the deep web;  
  And the search engine can neither crawl nor index it; 
 
  It is a new web page; 
  So very few authoritative links are going to it (affects indexing); 
 
  SEO was ignored by the web developer / keyword is not correct; 
  And this affects indexing and hence ranking; 
 
  Blackhat techniques have been recognized by the search engine;  
  And the site has been demoted  [6] 
 
 (f) Award up to [2 max]. 
  Tagging was introduced for the user to browse, not to support search; 
  It is not hierarchical, so it is not structured, and this hinders search; 
  The language for tagging/synonyms is not precise and jargon may be used too, 

hindering search; 
  The tagging is not based on a formal authoritative dictionary/classification/ taxonomy 

(making it superfluous in some formal context); 
  The location/link is not central in tagging, without a positive impact on indexing;  [2] 
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 (g) Award up to [5 max]. 
  [1] for a description of collective intelligence. 
  [1] for the contribution of social networking to collective intelligence. 
  Up to [3 max] for discussion of a good example of weakness/exploitation. 
  ([2] for an example with limited discussion, [1] if only mentioning a case.) 
 
  Example answer: 
 
  “Collective intelligence” is essentially a group that follows a person considered 

influential/authoritative – its key feature is cohesion;  
  Social networking aggregates people around a common interest; 
  But the aggregation of people can be polarized towards information that has no 

scientific ground; 
 
  This is a weakness of the system that can be exploited to influence 

politics/politicians to approve some “alternative” and non-tested methods; 
 
  For example: 
  People send likes/support debate through folksonomies to topics; 
  The importance of the societal challenge makes people emotional and support 

the site in good faith/hope/ignorance;  
 
  The information may be perceived as competent but often it is not for the 

standards of scientific authorities/communities (that adhere to the scientific 
method); 

  Even those who debate with contrary opinions, contribute to the visibility of the 
site by visiting it, augmenting the ranking;  

 
  The sites typically operate in crowd sourcing, harvest the IPs of the visitors, in 

particular those that tag/like;  
 
  The sites typically offer advert space and may sell other “alternative” products; 
 
  Lots of examples (do not search without Tor): 

• a cure for HIV based on yogurt; 
• correlation between vaccine and autism; 
• the stamina case; 
• cold fusion/low energy nuclear reactions/e-cat;  [5] 

    
  



– 22 – N16/4/COMSC/HP2/ENG/TZ0/XX/M 

Option D — Object-oriented programming 

14. (a) The two constructors have different parameter sets (or equivalent);
Compiler can differentiate between the two; 
The compiler will execute the constructor whose parameter set matches the 
arguments in the constructor call; 
This is an example of polymorphism/overloading; [3] 

(b) Access is restricted to;
(methods that are part of) the same package / project; [2] 

15. (a) Award [2] for all 3 correct and [1] for any 2 correct.
routeCode is String  
delay is int (Note: Allow any numeric)
weatherRelated is Boolean  [2] 

(b) “public Journey”;
Correct parameters (Note: Allow FT from part (a));
Correct assignment statements;
Note: Allow any order.  Allow absence of “this”.

public Journey(String a, int b, Boolean c)
{

this.routeCode = a; 
this.delay = b; 
this.weatherRelated = c; 

} [3] 

(c) T290;
10;
1;
Note: The punctuation (“;”) is not output. [3]
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[1] 16. (a) 4.5;

(b) Award marks as follows:
Initializing variables used (eg total as a double and count as an integer); 
Correct loop;
Correct comparison* (allow getJourney[x]);
Updating total*;
Updating count (in correct position);
Returning average;
Note: *If “get” methods are not used but otherwise correct, award [1] for these 
two points.

public double averageDelay()
{ 

int delayTotal = 0; // Allow total as a double with no 
 // casting below 

int count = 0; 
for (int x=0; x<numberOfJourneys; x++) 
{ 

if (!journeyHistory[x].getWeatherRelated())  
{ 

delayTotal = delayTotal + 
journeyHistory[x].getDelay(); 

count++; 
 }  
} 
return double(delayTotal)/count; 

} [6] 

17. (a) Award [1] for each section (award [2] if correct except for +/-).
Allow for slight variations of syntax. 
Allow if constructer missing. 
Allow public class Codes. 

[3] 

Codes
- routeName : String
- routeCode : String
+Codes(a: String, b: String)
+getRouteName() : String
+getRouteCode() : String
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 (b) Award marks as follows: 
  Initialization of maxDelay to be a rogue value or 0, or 1st value; 

Award {2 marks] for correct comparison (award 1 mark if weather related 
ignored); 

  Updating of maxDelay; 
  Updating of maxCode; 
  Both loops correct; 
  Searching for route code; 
  Return route name; 
 
  public String longestDelay(Codes [] c) 
  { 
   String route = " "; 
   String maxCode =" "; 
   int maxDelay =-1; 
   for (int x = 0; x < numberOfJourneys; x++) 
   { 
    if ((journeyHistory[x].getDelay() > maxDelay) &&  
                  (!journeyHistory[x].getWeatherRelated())) 
    { 
     maxDelay = journeyHistory[x].getDelay(); 
     maxCode = journeyHistory[x].getRouteCode(); 
    } 
   } 
   for (int y=0; y<c.length; y++) 
   { 
    if (c[y] !=  null) 
    { 
     if (c[y].getRouteCode() == maxCode) 
     { 
      route = c[y].getRouteName(); 
     } 
    }     
   } 
   return route; 
  } [7] 
 
  



 – 25 – N16/4/COMSC/HP2/ENG/TZ0/XX/M 

 

18. (a) A super-class could be created (eg Transport); 
With sub-classes Bus, Train and Plane; 
Containing variables/methods common to all the different transport 
classes/examples; 

   The individual sub-classes can inherit these common attributes; 
   Whilst having properties particular to themselves/ can override;   [4] 
 
 (b) (i) Award [1] for a diagram showing five (or more) classes linked in some way. 
   Award [1] for each of the three different dependencies shown, either with the 

correctly shaped arrow or with a written description, up to [3 max]. 
 
   The dependencies are: 
   Each of the train company, bus and airplane classes “is a” Transport class; 
   The train company class “has a” Journey; 
   The train company class “uses” the Codes class; 
 
 
 
 
    
 
 
    
 
 
 
 
 
 
 
 
       [4] 
 
  (ii) Changes in one class in a dependency will/may affect the other class(es) in 

this dependency; 
   This may cause programs using the second class not to function 

(correctly)/require modifications to the second class to avoid problems; 
   For example, if the variables in the Codes class changed type then the 

TrainCompany etc methods would have to be changed; 
  
   (Less dependencies lead to) reduced maintenance overheads; 
   As a programmer editing one class would not have to be concerned with 

other classes / allows programmers to focus just on the class they are 
writing;   [3] 

 
  

 

Transport  
(superclass) 

Bus 

Plane 

Journey

 

Codes

 

Train

 

is a  

has a  uses 
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 (c) public String toString(Codes [] c) 
  { 
   String d = companyName; 
   double e = averageDelay(); 
   String f = longestDelay(c); 
   String result = d + " : Average Delay = " + e + " :  
      Longest Delay = " + f; 
   return result; 
  } 
 

Note: Can be written in one line. Students may introduce validation on e. 
  Award marks as follows: 
  Extracting company name; 
  Correct use of averageDelay() method; 
  Correct use of longestDelay() method; 
  Correct result line either returned or output; 
  (Note:  Ignore minor punctuation errors/missing parameter); [4] 
 
 
19. (a) Award up to [2 max]. 
  Static arrays are declared which have fixed sizes; 
  Which may lead to array being too big/small; 

   The journeyHistory[] array is very large (100 000 possible objects); 
   Which may lead to wasted memory; 
   The allCompanies[] array is very small (three objects); 
   Which may need to be resized; 

  Any deletions; 
  May lead to entries being moved up;   [2] 
 
  
(b)   Award up to [5 max]. 
  A (binary) tree will be used; 
  Set up in order of routeCode; 
  When a search is made the tree is searched via the root; 
  Moving to the left/right accordingly / eliminating 

1
2  the tree with each comparison; 

  Until there is a match between the route codes; 
  The corresponding route name is then returned;  [5] 
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20. (a) Methods are standard / it is clear from the method name what is does; 
  An example of this; 
  Only need to know the parameters that have to be passed to these methods; 
  And the output/result returned;    [max 3] 
 
 (b) Adding (continually) to a linked list is very efficient/more efficient than for  

an ArrayList; (allow “easier”) 
  As adding to the front or back just requires adjusting pointers/references; 
  An ArrayList will need to re-size itself when more entries are required;    [3] 
 
 (c) Award marks as follows: 
  Creating a new ArrayList (or passing one as a parameter); 
  Adding the first value of allCodes; 
  Correct while loop (or equivalent); 
  [2] for checking through previous values for duplicates ([1] for a reasonable 

attempt); 
  The clause that adds to the ArrayList; 
  Correct assignment of “duplicate” throughout (or equivalent);   
 
  Note: An acceptable alternative solution would be to add all entries to the 

ArrayList and then remove duplicates.  
 
  public void convert() 
  {  
   ArrayList n = new ArrayList(); 
   n.add(allCodes[0]); 
   Boolean duplicate = false; 
   int x = 1; 
 
   while (allCodes[x] != null) 
   { 
    for (int y = 0; y<x; y++) 
    { 
     if (allCodes[x].getRouteCode() ==  
         allCodes[y].getRouteCode()) 
     { 
       duplicate = true; 
     }  
    } 
    if(duplicate == false) 
    { 
     n.add(allCodes[x]); 
    } 
    duplicate = false; 
    x++; 
   } 
  } [7] 
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Introduction

Animation has played an important role in entertainment for over 50 years, from its beginnings in 
television cartoons (aimed originally at children) through to sophisticated visual effects found in many of 
the latest films and computer games.

Before the involvement of computers, animation was a long-drawn-out affair carried out by teams of 
designers painstakingly drawing a series of frames, each of which showed the 2D scene a fraction of 
a second after the previous one.  These frames would then be copied onto transparent cels.  The cels 
were photographed as a continuous film.  If the frame rate was high enough, the motion would appear 
realistic to the human eye.

Towards the end of the last century, computers were increasingly used in animation: an example being 
the production of the frames in between the hand-drawn keyframes.  But it was not until 1995 that 
the first full length feature film to be completely generated through computer graphics techniques was 
produced, Toy Story from Pixar Studios.

Modern day animation falls into the field of computer-generated imagery (CGI), which brings massive 
processing power into the realm of film making.  This allows anthropomorphic creatures and fantasy 
worlds to be seamlessly incorporated into films with a degree of photorealism that would not have been 
previously possible.

Advanced 3D modelling software now uses primitives to produce the initial wire-frame models.  Each 
model is rigged with an array of information about the properties of its important features.  Increased 
processing power has led to the extensive use of complex algorithms for interpolating between each of 
these properties as part of the tweening process.  Rendering techniques allow lighting and shading to be 
applied to each frame.

Animation production pipeline

PRE-PRODUCTION PRODUCTION POST-PRODUCTION

Story, script, concept art
 Storyboard, animatic
 Design

 Visual effects

 3D layout
 Shading

 Animation
 Lighting

 Compositing
 Post-processing
 Final output

Modelling

Rigging/Setup

Rendering

The desire to make animation as realistic as possible has led to motion capture (Mo-cap), a technique 
which allows actors to transmit their movements and, to a certain extent, their personalities and 
expressions onto imaginary characters, for example Gollum in the Lord of the Rings franchise.
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The animation production pipeline, as shown in the diagram on the previous page, represents the 
various stages involved in modern day productions.  This case study explores a small part of this 
pipeline through the eyes and words of the specialist technology company Pacific FX, a small firm that 
has entered the CGI market and which is engaged in projects involving work in films, commercials and 
computer games.  Their focus is on providing the computer animation for these projects.

Pacific FX 

Xiao-Ling is the head of one of the design teams at Pacific FX and discussed two of the current 
projects in which they are engaged.  She explained that the steady increase in available and affordable 
processing power has allowed computer graphics and animation to reach levels that blur the distinction 
between fact and fiction, and allows small companies like Pacific FX to enter the market.

“We are currently working on two projects: a computer game designed to be played on ordinary home 
computers and a short animated commercial.  The fact that one needs to be rendered in real-time whilst 
the other can be completely prepared offline leads to the possibility of using different techniques.”

She went on to explain how the main principles of animation are similar to the pre-computer era.

“We still produce keyframes at significant points in the action, as was previously the case.  But these 
keyframes are no longer hand-drawn.  We either use modelling software directly to create the characters 
and objects or we create them as physical models and then use 3D scanners to import them into the 
software.  In each case, wire-frame models are created out of many polygons (the smaller and more 
numerous the polygons, the more detail there will be) ready for the application of texture and colour.”

She explained how the in between frames that used to be passed to the assistant designers to be  
hand-drawn are now created by computer algorithms that interpolate between the keyframes.

“The process of creating the frames is similar to the previous methods where keyframes are created and 
then the software carries out the tweening process.  These keyframes are not necessarily created at 
regular intervals but must be carefully chosen.  The algorithms basically interpolate between the 
attributes of each object to produce, usually, 24 frames per second.  This, at its simplest, can be a 
straightforward translation in the x-direction (for example, rolling a sphere).  However, in reality the 
process is far more complicated as each scene will have many objects, with each object being rigged 

Wire-frame model of a fish
with possibly hundreds of control points (avars).  Each of 
these control points will have different attributes and each 
attribute may have its own algorithm for dealing with the 
tweening process (for example, a person turning their face 
and changing expression).  The amount of processing 
required quickly adds up.

“For movement, built-in libraries based on inverse kinematics 
will be used.  The process of morphing one face into another 
has some similarities to the tweening process, although the 
construction of the in between frames does differ.”

She used the model of a fish (see wire-frame diagram) to 
illustrate the use of polygons and the positions of avars 
(shown as red circles).  These avars are the significant 
points on each object that can be controlled by the animators 
through properties assigned to them which are then 
processed by the tweening algorithms.
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The animated commercial project

Xiao-Ling discussed how they have experimented with the stop motion technique using plasticine models 
(as used in Coraline and the Wallace and Gromit films), but had preferred the greater degree of freedom 
offered by the use of wire-frame modelling.

The fact that this project can be produced offline has the benefit that rendering speed is not important, 
which led Pacific FX to investigate the possibilities of using Mo-cap.  This involved attaching as many 
discs to their actors as there were avars on the wire-frame models.  An array of cameras would then 
record all of the data associated with the movements of these discs.  This data would later be input into 
the modelling program.  Xiao-Ling added that both passive and active systems exist. 

“Care has to be taken, however, as to how much realism is presented.  Successful animation occurs 
when the audience empathizes with the characters and in this respect animators need to be aware of the 
uncanny valley effect.”

In spite of the availability of affordable processing, Xiao-Ling stressed that there were still limits to what a  
small company could realistically do.  She referred to a DreamWorks film, How to Train Your Dragon 2.

“This film required the use of 10 000 simultaneous computing cores, and 75 million computing hours, 
to render all the images.  It also requires 250 TB of active disk space to store the film.  The major 
companies invest heavily in processing power that can involve both render farms and the use of the 
cloud.  For companies such as ours, there always has to be a trade-off between realism and available 
processing power.”*

The computer game project

The real-time nature of this game affected the design decisions of Xiao-Ling’s team.

The background scenes can be created using standard matte designs but it is also possible to render 
landscapes using quite simple fractal algorithms, as Xiao-Ling said:

“Using the Diamond Square algorithm starting with simple rectangles, a surprising degree of complexity 
and realism can be produced, and by varying the ‘error’ an infinite variety of designs can be created.”

In the rendering process of each scene, the use of light and shade contribute significantly to the quality  
of the display.  There are various algorithms that can be used, all of which attempt to solve the basic 
rendering equation.  Here Xiao-Ling considered two different methods: ray-tracing and scanline rendering.

* www.telegraph.co.uk/technology/…/How-technology-is-driving-the…
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Ray-tracing involves exploring the path of light rays between the eye of the viewer (the “camera” in the 
diagram) and the light source, taking into account the different effects that the virtual objects have on the 
passage of light.  Although the basic algorithm is quite simple to understand, as the number of objects 

Ray-tracing

Light source
Image

View ray

Camera

Shadow ray

Scene object

[Source: adapted from Henrik, http://en.wikipedia.org]

in each frame increases so do the changes 
of direction that the light rays can take.  
As the intensity and colour of light at each 
pixel needs to be computed for each frame, 
the computational cost can be high.  It is 
fundamentally a recursive process that 
needs to be limited.

An alternative is scanline rendering which 
simplifi es the issue of “hidden surface 
determination”.  The algorithm progressively 
scans each horizontal line of pixels.  
If objects are encountered, the one closest 
to the camera is then given a colour 
attribute which is dependent upon various 
factors.

Xiao-Ling added that because scanline 
rendering is an embarrassingly parallel 
algorithm it is particularly suited to be 
processed by GPUs.

Ethical considerations

Pacifi c FX has employed some computer science graduates who are currently undergoing training.  
Xiao-Ling explained that as part of this training course they look in detail at various ethical considerations 
that a responsible company should take into account when developing their CGI projects.

Future developments

Xiao-Ling concluded by taking a brief look into the future:

“One of the continual fascinations of this industry is that each year brings something different as new 
techniques are developed or present techniques are made possible by computer systems even more 
powerful than what we already have.  It is certain that the games industry will be able to deliver real-time 
rendering which will put computer games at the same level of realism as animated fi lms.”

Challenges faced

Xiao-Ling and Pacifi c FX’s challenges for the immediate future are:

  to investigate both scanline rendering and ray-tracing algorithms for use in the computer game 
project;

  to investigate the techniques of motion capture as a viable option for their commercial project;

  to investigate the demands made by the various processes and algorithms available;

  to prepare the ethics module for the training course;

  to be prepared to incorporate new techniques as they arise.
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Additional terminology to the guide

2D/3D computer graphics
Animation production pipeline
Anthropomorphism
Avars
Cel
Computer-generated imagery (CGI)
Diamond Square algorithm
Embarrassingly parallel
Fractal landscapes
GPU
Hidden surface determination
Inverse kinematics
Keyframes
Matte (process)
Morphing
Motion capture (Mo-cap)
Photorealism
Primitives
Ray-tracing
Render farms 
Rendering
Rendering equation
Scanline rendering
Stop motion (animation)
Tweening
Uncanny valley

Some companies, products, or individuals named in this case study are fictitious and any
similarities with actual entities are purely coincidental.
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Answer all questions.

1. (a) Identify two factors that determine the colour assigned to a point on an object, when a 
3D scene is rendered. [2]

	 (b)	 With	the	use	of	examples,	define	the	term	primitives as used in 3D modelling. [2]

2. (a) With the use of an example, describe the relationship between avars and  
motion capture (Mo-cap). [4]

 (b) An animator wishes to move the hand of a cartoon character so that it touches a wall.  
He wants the movement to be as realistic as possible.

Explain how inverse kinematics can help the animator to achieve this transformation. [4]

3. Ray-tracing techniques involve following the path taken by rays between a light source and a 
viewpoint (viewer’s eye or camera).  This could theoretically be traced in either direction.

By making use of a diagram, explain from a computational point of view, why only one of 
these directions is normally considered. [6]

4. Xiao-Ling and her team are planning to produce a commercial using computer animation.  
The commercial will last for three minutes and will involve the following features:
• the use of three anthropomorphic creatures 
• movement through a changing mountainous terrain 
• a high degree of photorealism.

By analysing the relevant algorithms and processes referred to in the case study, discuss how 
the demands being placed on computer resources might affect decisions taken by the team 
in order to achieve the features listed above. [12]
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Section A

Answer all questions.

1.  Identify two essential features of a computer language. [2]

2. In the context of a networked world, state the role of

 (a) a client. [1]

 (b) a server. [1]

3. Identify one method of inputting data that can improve the accessibility of a computer 
system for some users. [1]

4. Copy and complete the following truth table.

A B A NOR B (A NOR B) OR A
FALSE FALSE … …

… … … …

[3]

5. Construct a logic diagram for the Boolean expression

NOT A OR B AND C. [3]

6. Consider the following recursive method, where N is a positive integer 

 mystery(N)
  if (N > 0) AND (N mod 2 = 0) then
	 	 	 mystery(N−2)
  end if
  output N
 end mystery

 (a) Determine the output produced by the method call mystery(5). [1]

 (b) Determine the output produced by the method call mystery(4). [3]

 (c) Construct an iterative algorithm for the method mystery(), which uses a single 
while loop instead of recursion. [4]
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7.  The machine instruction cycle is the process by which a program instruction is fetched, 
decoded, executed and the results are stored. 

 (a) State where all instructions and data are stored. [1]

 (b) Outline the role of the data bus and address bus in this process. [2]

8.  Define the term bit. [1]

9.  Outline what is meant by beta testing. [2]

Turn over
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Section B

Answer all questions.

10.  An application package used in an office includes a word processor. 

 (a) Describe how a spellchecker checks whether a word in a text file is correctly spelt 
or not. [2]

 The office manager decides to buy and install new software and hardware. 

 (b) Outline one problem that may arise from the installation of new hardware and software 
in the office. [2]

 The changeover to the new system can be achieved by either direct changeover or 
phased conversion.

 (c)  Compare direct changeover and phased conversion. [4]

 The new software allows basic text summaries and analysis to help check text files, 
including functions such as calculating word frequency.

 (d) Identify one way of testing this software. [1]

 One of the methods in this software is findFirst(CH,	CHARARRAY) which accepts a 
character, CH, and a one-dimensional array of characters, CHARARRAY, and returns the 
position of the first occurrence of character CH in CHARARRAY.  It returns −1 if CH does not 
appear in the array CHARARRAY.

For example, consider the character array MESSAGE, which is of length 19.

[0] [1] [2] [3] [4] [5] [6] [7] [8] [9] [10] [11] [12] [13] [14] [15] [16] [17] [18]
A U R O R A M U S I S A M I C A .

 For this array:
 y The character at position 8 in the sentence is “U” and hence MESSAGE[8] = "U". 
 y The character at position 18 in the sentence is “.” and hence MESSAGE[18]	=	".".
 y The method findFirst('A',	MESSAGE) returns 0.
 y The method findFirst('S',	MESSAGE) returns 9.
 y The method findFirst('Z',	MESSAGE) returns −1.

 (e) Construct an efficient algorithm for the method findFirst().  You should use the 
function len(), which returns the number of characters in an array (for example, 
len(MESSAGE) returns 19). [6]
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11. A wireless local area network (WLAN) is used to extend access to a school’s wired  
local area network. 

 (a) Identify one hardware component of the WLAN, other than computers. [1]

 The advantages of this WLAN are user-mobility and economical access points. 

 (b) Outline two disadvantages of this WLAN. [4]

 (c)  Identify three ways in which the network administrator can reduce the risk of 
unauthorized access to confidential data. [3]

 The concept of packet data transmission is used within this network. 
 Figure 1 shows the simplified structure of a data packet.

 Figure 1: The structure of a data packet

Header (12 bytes) Data (112 bytes) Trailer / Footer (4 bytes)
 y  address of sender
 y  address of receiver
 y  protocol
 y  sequence number 
 y  …

Actual data to be transmitted 
(payload)

 y  transmission codes
 y  error checking codes
 y  control bits
 y  …

 (d) Define the term protocol. [1]

 (e) With reference to Figure 1, explain how data is transferred by packet switching. [6]

Turn over
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12.  A biotechnology company owns a resource centre which collects and classifies organisms  
for use in research.

  Only authorized employees are allowed access to some laboratories in the resource centre. 

 These laboratories are protected by locked doors.  Each door is controlled by a separate 
microprocessor.  A digital camera is used to scan the iris of an employee who wishes to 
enter the lab.  If the employee is authorized the doors are unlocked.

 (a) Identify two benefits of using a digital camera as an input device in this control system. [2]

 (b) Outline the use of a microprocessor in this control system.  [2]

 (c)  Outline the function of an output transducer. [2]

 The company is planning to use a centralized computer system to secure the resource 
centre’s building. 

 (d) Compare a centrally controlled system with the system described above. [4]

 The operating system has an important role in this system.

 (e) Identify two functions of the operating system. [2]

 Polling and interrupt are two operating system management techniques. 

 (f) Suggest with reasons which of these two techniques is the most appropriate for this 
centrally controlled system.  [3]
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13.  (a) Describe the features of a dynamic data structure. [2]

 Consider the following doubly linked list which holds the names of flowers in 
alphabetical order.

 

                                  
  Camellia   Lavender NULL NULL

 
Aster

   FIRST LAST

 (b) Explain how “Primrose” could be inserted into this doubly linked list.  You should draw 
a labelled diagram in your answer. 

 Consider the two stacks: FLOWERS and FRUITS.

FLOWERS FRUITS
Aster Apple
Broom Cherry

Camellia Orange
Day	Lily Pear
Lavender
Primrose
Yarrow

[6]

 (c) Show the output produced by the following algorithm.  [4]

	 	 	 loop	while	(NOT	FRUITS.isEmpty())	AND	(NOT	FLOWERS.isEmpty())
	 	 	 	 X	=	FRUITS.pop()
	 	 	 	 Y	=	FLOWERS.pop()
	 	 	 	 if	X	<	Y	then
     output X
    else
	 	 	 	 	 output	Y
    end if
   end loop

 A third stack, FLOFRU, is needed.  It should contain all the data from FLOWERS and FRUITS 
and will store it as shown below 

FLOFRU
Yarrow

Primrose
Lavender
Day	Lily
Camellia
Broom
Aster
Pear
Orange
Cherry
Apple

 (d) Describe how the FLOFRU stack could be created.   [3]

Turn over
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14.  Consider the following two-dimensional array, MAT, with dimensions 6 × 6.

[0] [1] [2] [3] [4] [5]
[0] 7 0 0 0 0 0
[1] 0 0 0 0 0 0
[2] 0 0 −3 0 9 0
[3] 0 0 0 0 0 0
[4] 0 0 −1 0 0 0
[5] 0 −6 0 0 −5 1

 The value −1 is stored in MAT at position [4][2].  The position [4][2] means row 4 
and column 2. 

 (a) State the total number of elements stored in MAT. [1]

 (b)  State the number of non-zero elements in MAT. [1]

 A two-dimensional array in which most of the elements are zero is called a sparse matrix.  
A sparse matrix can be compressed by storing only non-zero elements using three 
one-dimensional arrays.

 The first array, VALUES, stores all non-zero elements taken from the sparse matrix in 
row-major order (left-to-right then top-to-bottom order). 

 The length of the array VALUES is equal to the number of non-zero elements in the sparse 
matrix.  For the sparse matrix above, MAT, the array VALUES is:

[0] [1] [2] [3] [4] [5] [6]
7 −3 9 −1 −6 −5 1

 The second array is ROWC.  ROWC[i] stores the number of non-zero elements, from row 0 to 
row i of the sparse matrix, inclusive.  

 The length of ROWC is equal to the number of rows in the sparse matrix.  For MAT the array 
ROWC is:

[0] [1] [2] [3] [4] [5]
1 1 3 3 4 7

 For example, ROWC[2] stores 3 because in MAT there are three non-zero elements from 
row 0 to row 2, inclusive.

 
 The third array, COL, stores the column index for each non-zero element in the sparse 

matrix.  COL[i] stores the sparse matrix column index for the non-zero element stored in 
VALUES[i].  For MAT the array COL is:

[0] [1] [2] [3] [4] [5] [6]
0 2 4 2 1 4 5

(This question continues on the following page)
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(Question 14 continued)

(c) Construct an algorithm that compresses a 6 × 6 two-dimensional array, such as MAT, 
into the three one-dimensional arrays described on page 8.  You may assume that the 
6 × 6 array is inputted and all three one-dimensional arrays are initialized. [6]

 Consider the following three arrays.  They hold the compressed contents of a 7 × 7 sparse 
matrix, BIGMAT.

VALUES
[0] [1] [2] [3] [4] [5] [6] [7] [8] [9]
15 20 37 43 57 60 70 89 90 92

ROWC
[0] [1] [2] [3] [4] [5] [6]
1 3 4 5 5 7 10

COL
[0] [1] [2] [3] [4] [5] [6] [7] [8] [9]
0 1 2 1 3 0 1 0 5 6

 (d) For a given column, C, in BIGMAT, outline how it could be determined that this column 
contains no non-zero elements. [2]

 (e) State how many rows in BIGMAT contain only zeros. [1]

 (f) (i) State the index in VALUES of the first non-zero element in row 5 of BIGMAT. [1]

  (ii) For a given row, R, in BIGMAT, determine the range of indexes in VALUES where 
non-zero elements in row R of BIGMAT are placed.  You may assume that there 
is at least one non-zero element in row R. [3]
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Section A 

1. Award up to [2 max].
Fixed vocabulary;
Unambiguous meaning;
Consistent grammar;
Consistent syntax;
Provide a way to define basic data types and operations on those types (ability to write
functions/procedures);
Provide ability of Input and output handling;
Provide some kind of loop that can be stopped / conditional statement / branching
(conditional and  unconditional branching);
It should have variables that reference computer memory, syntax for basic arithmetic
and logical
operations on those memory locations;
It has to run on/be processed by a computer (ie it must have a compiler/interpreter);

Note: do not accept aspects that address interoperability/portability/standards/
user friendliness [2] 

2. (a) A piece of computer hardware or software that accesses a service made
available by a server /  
The role of a client is to access a service made available by a server by sending 
a request for service; 

Note: the term client is to be understood only from the computing perspective, 
ie this is not a human. [1] 

(b) A program/host computer that awaits and fulfills requests from client programs (in
the same or other computers) /
The role of a server is to fulfill requests from client programs (which can reside in
the same or in other computers)

Note: the term server is to be understood only from the computing perspective,
ie this is not a human. [1]

3. Award up to [1 max].
Text-to-speech;
Voice recognition;
Braille keyboards;
Touch screen;
Input from scanner; [1] 

4. Award [1] for all correct input values, [1] for a correct A NOR B column and [1] for a
correct (A NOR B) OR A column.

A B A NOR B (A NOR B) OR A 
FALSE FALSE TRUE TRUE 
FALSE TRUE FALSE FALSE 
TRUE FALSE FALSE TRUE 
TRUE TRUE FALSE TRUE 

[3]
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5. Award [1] for each correctly placed gate, up to [3 max].

[3] 

Note: Award only [1] for an answer of: 

6. (a) 5; [1] 

(b) Award up to [3] as follows:
[3] for fully correct response (sequence of output) “0;2;4”;
[2] for response (sequence) “4;2;0” (all elements are correct, but they are in
inverse order);
[1] for response ”0” (only base case is correct);
OR
“0;2” (incomplete output, but initially correct, and with correct order);
OR
“–2;0;2;4”,“0;2;4;6” (correct sequence immersed in some unnecessary and
incorrect context);

[0] in all other cases (eg responses “2”, “4”, “2;0”, “2;4”, “4;2”);

0 
2 
4 [3] 

(c) Example answer 1
Award marks as follows up to [4 max]. (There are 5 marking points);
Award [1] for determining whether N is odd/even;
Award [1] for correctly initializing and changing the value of the loop controlling
variable (K);
Award [1] for the correct condition in the while loop;
Award [1] for output within the loop for an even N;
Award [1] for output after the loop for an odd N;
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 mystery(N) 
if N mod 2 = 0 then 

K = 0 
loop while K <= N 

  output K 
K = K + 2 

end loop
 else 
  output N 
 end if 
end mystery 

Example answer 2 
Award marks as follows up to [4 max]. (There are 5 marking points); 
Award [1] for determining whether N is odd/even; 
Award [1] for correctly initializing and changing the value of the loop controlling 
variable (K); 
Award [1] for the correct condition in while loop (note K < N); 
Award [1] for output within the loop for an even N; 
Award [1] for outputting N after the loop; 

mystery(N) 
K = 0 
loop while (K < N) AND (N mod 2 = 0)  

  output K 
K = K + 2 

end loop  
 output N 
end mystery

Note: No marks for any attempt of program that contains recursive calls. 

Reminder: in the Spanish version mystery() is called incognita(). 

Remark: A correct program produces in output numbers in an ascending order, only. [4] 

7. (a) Primary memory / RAM [1] 

(b) Award up to [2 max].
Note: there must be explicit reference to both address and data bus.

Example 1
Buses are used as physical connections to carry information to the CPU;
The data bus transports data from/to CPU, whereas the address bus the memory
address where the data is supposed to go/be;

Example 2
Data bus is a physical connection to transport data from-to CPU to be processed;
Address bus is a physical connection to transport an address of memory storage
where data (transported in the data bus) should be read/written;

Note: Award [1], for responses that show some understanding of use of buses in
CPU, for address location and data transport without using specialist
terminology. [2]
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8. Binary digit;
(Minimal) unit of storage that can be set to 0 or 1; [1] 

9. Award up to [2 max].
It involves sending sample software to the intended audience;
(Selected audience does not pay for this software);
To try/use the software product;
And give the feedback to the authors (which help in correcting bugs); [2]
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Section B 

10. (a)  Each word in the text file is compared with words in a dictionary (held in
memory/online);  
If the word is found in the dictionary it is correctly spelt / if the word is not found in 
the dictionary, spellchecker will recognize that it is incorrectly spelt; [2] 

(b) Award [1] for stating a problem and [1] for an elaboration, up to [2 max].
Users/employees might be afraid of these changes (for various reasons);
And not willing to help in this change;

Data migration problems;
For example, different file formats so conversion must be performed;

Employee efficiency may drop;
As they learn to use the new system;

Issue of compatibility with legacy software/hardware;
So features of new software/hardware may not work correctly; [2] 

(c) Award [1] for outlining what is meant by direct changeover, [1] for outlining what
is meant by phased conversion, and then [1] for an advantage or disadvantage
of each, up to [4 max].

Example answer
In direct changeover, the old software and hardware is completely replaced, in
one move, by the new software and hardware;
Phased conversion involves selecting one section in the office for the direct
changeover and other sections will be switched when the first section selected is
running satisfactorily.  Eventually the whole office has been changed;
A phased conversion is less risky than a direct changeover as any problems that
might arise will be isolated in only one section in the office;
Direct changeover means everyone in the organization has same
software/hardware and so there are no compatibility issues; [4] 

(d) Award [1 max].
Debugging (Accept: white-box testing – ie structural testing/flow testing;
black-box testing / requirement testing);
User acceptance testing (alpha-testing) / Beta-testing; [1] 

(e) Award [6 max] according to the instructions of the closest template of example
answer.
Remark: Accept reference to either array MESSAGE or CHARARRAY.

Example answers 1, 2, 3 and 4
Award marks as follows up to [6 max].
Award [1] for correctly initializing and changing indexes in MESSAGE (variable K);
Award [1] for comparing CH with the character at position K in MESSAGE;
Award [1] for terminating the while loop when there are no more characters to
check (Accept 19 instead of len(MESSAGE));
Award [1] for terminating the loop when CH is found in MESSAGE;
Award [1] for correctly returned value of POS when CH does not appear in
MESSAGE. (Note: output not accepted);
Award [1] for correct assignment (or value) of POS when CH appears in MESSAGE;



– 8 – N17/4/COMSC/HP1/ENG/TZ0/XX/M 

Example answer 1 
POS = -1 
FOUND = false 
K = 0 
loop while (K < len(MESSAGE)) AND (NOT FOUND) 

if MESSAGE[K] = CH then 
FOUND = true 
POS = K 

 end if 
K = K + 1 

end loop 
return POS 

Example answer 2 
POS = -1 
FOUND = false 
K = 0 
loop while (FOUND = false) OR (K < len(MESSAGE) //this order!  

if MESSAGE[K] = CH then 
FOUND = true 
POS = K 

 end if 
K = K + 1 

end loop 
return POS 

Example answer 3
K = 0 
loop while (MESSAGE[K]! = CH) AND (K < len(MESSAGE)) 

K = K + 1 
end loop 
if len(MESSAGE) = K then 
 POS = -1 
else 
 POS = K 
end if 
return POS 

Example answer 4
K = 0 
loop while (MESSAGE[K]! = CH) OR (K < len(MESSAGE)) 

K = K + 1 
end loop 
if K = len(MESSAGE) then 
 POS = -1 
else 
 POS = K 
end if 
return POS 
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Example answer 5 (for-loop, decrementing the index) 
Award up to [5 max] for an answer with a for loop (as there are no marks 
awarded for efficiency); 
Award [1] for starting from the last index of MESSAGE; 
Award [1] for ending at the first index of MESSAGE; 
Award [1] for comparing CH with the character at position K in MESSAGE; 
Award [1] for correct defined/returned value of POS when CH does not appear in 
MESSAGE; 
Award [1] for correct assignment of POS when CH appears in MESSAGE; 

POS = -1 
loop for K from len(MESSAGE)-1 to 0 

if MESSAGE(K) = CH then 
POS = K 

 end if 
end loop 
return POS

Note: Attempts of solutions that use an incremental for-loop, starting from the first 
index of the array, necessarily require the presence of a temporary variable to 
store the index!; 
If none is present, then it is likely to be an incorrect attempt to the question  
(NAQ): award [3 max];  [6] 

11. (a) Award up to [1 max].
Wireless router/modem; 
Access points; 
Switch; 
Wireless repeater/extender/booster; [1] 

(b) Award [1] for identifying a disadvantage and [1] for an expansion, for two
disadvantages up to [4 max].

Data transfer will decrease (compared with a wired LAN);
Because the number of computers using the network increases;
(and because) WLAN has lower bandwidth than a wired LAN;

Less data security;
As devices from outside the school can access the network/intercept
transmissions;

More easily open to misuse;
As teacher/administrator cannot directly monitor a specific student/teacher/
machine;

Intermittent connectivity due to physical barriers (walls);
Results in low transfer/speed and may hinder operations.

Note: Accept any reasonable points, provided they are appropriately
elaborated. [4]
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(c) Award up to [3 max].
Give each user appropriate login details/passwords;
Different access rights for students, teachers, school administrators (file-level and
share-level security);
All passwords and files /disk should be encrypted;
Use the latest WiFi protocol/WPA2;
Require MAC address authentication;
Password protect the documents;

Note: the focus of the question is on protection of confidential data
(Firewalls not accepted) [3] 

(d) Set of rules for data transmission; [1] 

(e) Award up to [6] as follows:

Award up to [3 max] for a general description of how data is transferred by
packet switching. ([1 max] if this general description is very simplistic and refers
to just the Header/Data/Trailer already shown in the question paper).

Award up to [3 max] for added detail that references the contents of the given
data packet in the answer.

Example of general description
Data is organized in specially formatted units (data packets) which are routed
from source to destination using network switches and routers;

Network switches and routers determine how best to transfer the packet between
a number of intermediate devices (routers and switches) on the path to its
destination (rather than flowing directly over a single wire on the path to its
destination);

Data packets are reassembled at the destination;

Example of referencing content
Addresses have to be in a standard format so that each switch/routing station
recognizes the address;
Address of sender identifies the sending computer, so that any packets not
received can be re-requested;
Address of receiver identifies intended recipient so it can be forwarded on
correctly;
The protocol used must be identified so that the correct rules are followed;
Size of packet / size of fields in packet – All packets/fields must have the same
size so that the data can be reassembled;
Sequence number so that packets can be reassembled in correct order;
Transmission codes to show whether the data packet is transmitted or
re-transmitted;
Control bits, to maintain the integrity of the data by ensuring that the data
received is the same as the data sent;
Error checking code – when an error is detected, an algorithm either corrects
the error or requests that the packet is resent; [6]
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12. (a)  Award up to [2 max].
([1] for each of the two benefits). 

Digital cameras are relatively cheap; 
Robust; 
No need for AD conversion; 
Generally very high quality pictures (useful to prevent malpractice); 
Generally quick; 

Example answer 1 
No need for conversion because image is in digital format; 
Thousands/millions of photos of eyes could be taken before needing replacement; 

Example answer 2 
It is directly connected to a microprocessor for image comparison; 
It could be fitted (purchased), with a macro lens so that a close up scan of the  
Iris is possible; [2] 

(b) Award up to [2 max].

Processor compares the inputted image/pattern with the images stored in memory;

If a match is found, it sends a signal to unlock doors /
(if match is not found, it sends error message/the doors remain locked); [2] 

(c) Output transducer is a device (an actuator) which converts;
an electrical signal into physical quantity (a physical action);

Output transducer is a device which converts energy from one physical form to
another;
eg electrical energy (signal) into electro-mechanical or kinetic energy / to produce
action (lock/unlock door);

Note: Award one mark only for an answer that just says that the output
transducer can be used to lock/unlock doors. [2] 

(d) Award [1] for the meaning of centrally controlled system;
[1] for the meaning of a distributed system, and;
[up to 2 max] for an expansion/comparison addressing both kind of systems
[up to 4 max];

Example answer 
A centrally controlled system involves a central computer which controls all 
labs/doors; 
A distributed system can have only a dedicated microprocessor with memory to 
control one of the labs/doors; 

A centrally controlled system is more versatile; 
Could be used in solving other business tasks (accept specific examples); 
Can unlock all doors easily during an emergency; 
Access rights can be updated easily; 
Data is stored centrally and therefore easier to update; 
A failure in a central system would affect all doors; 
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A distributed system can be programmed with ad hoc OS depending on the 
technologies used; 
It may be practical choice when dealing with legacy systems/ specific devices/ 
old infrastructure/while updating the facilities; 
It contributes a higher sense of partition of the physical space (territory) to groups 
/ individuals; 
Data are stored locally, so there is local consistency (and smaller size mean 
easier to manage); 
Changes to data may be done locally, and if some data are common in two or 
more different  
systems, global inconsistencies across different systems may be 
introduced;  [4] 

(e) Award [2 max].
Memory management;
Resource allocation / Resource and Hardware management (printer, disk drives,
etc.);
Booting / bootstrapping;
Loading and execute / provide service for applications software;
Disk/File system management;
Data security;
Provides a user interface to other levels of the machine;
etc. [2] 

(f) Award [1] for choosing “interrupt”, [1] for explaining “interrupts” and [1] for
justifying the choice in this context, up to [3 max].

Example answer:
Interrupt;
A signal sent from an input device to a computer causes the processor, and the
main program that operates the computer (the operating system), to stop and
figure out what to do next;
Interrupt is better in this situation because it does not waste central computer’s
time (other tasks could be performed);
(example of emergency – it must give quick response);

Note: Award [1 max] for an answer of “polling”, but only if reasonably justified.

Polling – the continuous checking of all input devices by processor to see what
state they are in/to see whether they are still connected/want to communicate;
So a faulty device that is polled will not reply; [3]
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13. (a) Award up to [2 max].
Each node contains data and also a link to other nodes; 
Links between nodes are implemented by pointers (a pointer references a 
location in memory or holds a memory address); 
List size is not fixed / predetermined; [2] 

(b) Award up to [6 max] as follows. (There are 7 marking points)
[1] create new node;
[1] instantiation of values and pointers in new node;
[1] state where the search starts from;
[1] how to detect position for insertion;
[1] update pointers in new node;
[1] update pointers from the node at the insertion point, to the new node;
[1] update external pointers;
Remark: Some answers may just use illustrations alone, or very minimal explanations: see
note below;

Create a new node (with pointer NEWNODE) with data field Primrose and two 
pointer fields (next and previous), to be inserted; 

Perform a linear search, either from the beginning or end of the list (using 
pointers FIRST and LAST, on the alphabetically order list; 

The location/position of insertion, is found by comparing nodes (Primrose to be 
inserted after Lavender, LOCATION points to Lavender) (Accept any description 
to that effect); 

(At the end of this phase, the situation looks as in Figure 1) 

Figure 1  

Then, continue by setting the “next” field/pointer in the newly created node to 
NULL; 

Set the “previous” pointer in the newly created node to the current LAST / to point 
to Lavender/ to point to the node detected by LOCATION; 

Change/Set/Update the Lavender’s “next” pointer to point to the new node / to 
link with the NEWNODE pointer (delete NULL in the field and link to the existing 
NEWNODE pointer); 

Update the LAST pointer to point to the newly created node; 

Eventually the final doubly linked list looks like this (Figure 2); 
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Figure 2 

Note: Award [4 max] for responses that return one or more drawings without any 
explanation at all, for evidence of these features: 
[1] Evidence of creation of an initial new node for Primrose out of the list;
[1] The order of nodes Aster/Camellia/Lavender/Primrose is eventually correct;
[1] The two unidirectional links between Lavender and Primrose are (eventually)
correctly displayed, from-to the appropriate fields;
[1] LAST points correctly to the appropriate field in the new node Primrose, and
NULL fills the last field of the new node; [6] 

(c) Award [1] for each one in the correct order.
Apple;
Broom;
Camellia;
Day Lily;

Note: Solution for the Spanish version (in this order):
Aster; Camelia; Lavanda; Lirio; [4] 

(d) Award marks as follows up to [3 max].

Example answer 1
Create an empty stack (FLOFRU);
pop all elements from FRUITS and push them onto FLOFRU;
Then pop all elements from FLOWERS and push them onto FLOFRU;

Example answer 2
Create an empty stack (FLOFRU);
While FRUITS is not empty
 pop an element from FRUITS and push it onto FLOFRU; 
While FLOWERS is not empty 
 pop an element from FLOWERS and push it onto FLOFRU; 

Note:  Award [2 max] for generic descriptions that do not use appropriate 
terminology on data structures and their operations. [3]
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14. (a) 36; [1] 

(b) 7; [1] 

(c) Award marks as follows up to [6 max]. (There are 7 marking points)
Award [1] for initialization and correct changes of K (index/position in arrays
VALUES and COL);
Award [1] for initialization and correct changes of COUNT (counts non-zero
elements);
Award [1] for correct conditions in “row” loop;
Award [1] for correct conditions in “column” loop;
Award [1] for placing non-zero element at correct position in array VALUES;
Award [1] for placing the “column” index of the non-zero element at correct
position in array COL;
Award [1] for placing COUNT at correct position in array ROWC;

COUNT = 0
K = 0
loop for I from 0 to 5

loop for J from 0 to 5 
if MAT[I][J]! = 0 then 

  VALUES[K] = MAT[I][J] 
  COL[K] = J 

K = K + 1 
COUNT = COUNT + 1 

  end if 
 end loop 
 ROWC[I] = COUNT 
end loop [6] 

(d) Award up to [2 max].

Example answer 1
Array COL should be searched for (value) C;
If (value) C is not found in array COL then this column (the column whose index in
BIGMAT is C) holds only zeros;

Example answer 2
If the number of occurrences of (value) C in array COL;
Equals zero then this column holds only zeros;

Example answer 3: Award [1 only].
If COL[C] = COL[C–1], then the column with index C in BIGMAT contains no
non-zero-elements;
(Accept words to that effect: “if the difference between COL[C] and COL[C-1] is
zero, then...”); [2] 

(e) 1; [1]
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(f) (i) 5; [1] 

(ii) Award marks as follows up to [3 max].
Award [1] for realizing that the range should be determined differently for
the first row (when row index R is 0) OR correct range when row index is 0;
Award [1] for correct first index in range (when row index R is not 0);
Award [1] for correct last index in range;

If row index R is equal to 0 then the range is from 0 to ROWC[0]-1 ;
If row index R is not equal to 0 then the range is from ROWC[R-1];
To ROWC[R]-1;

Note: Award [2 max] for a correct calculation of the indexes, but no
unifying expression showing how they have been calculated is given). [3]
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Option A — Databases

1.  (a) Define the term database transaction. [2]

 (b) Explain the importance of durability in a database transaction. [2]

 (c) Identify two different types of relationships within databases. [2]

 (d) Describe the nature of the data dictionary. [4]

 (e) Identify four responsibilities of a database administrator. [4]

2. A group of art students have taken three examinations in the school year.  Each of the three 
examinations has a maximum mark of 100.  Each student’s total mark for the year is the sum 
of the marks from the three examinations.

 The students have passed unless their marks meet one or both of the following 
failing conditions:

 y  Scoring less than 30 marks on any one of the three examinations.
 y  Scoring a total mark that is less than 150.

 Consider the following relation created by the teacher of this group of students.

CLASS_TABLE
Student_ID Student_Name Exam_One Exam_Two Exam_Three Total
A1209 Ines Prest 30 39 30 99
A1422 Eva Maren 67 29 100 196
C4567 Joe Skrin 100 70 42 212
X0986 Perry Blare 54 68 30 152
B0078 Mia Lorres 26 100 100 226

 (a) With reference to the relation CLASS_TABLE distinguish between data and 
information. [3]

 (b) (i) Define the term entity. [1]

  (ii) State the entity for this example relation. [1]

 (c) Identify an appropriate data type for Student_ID. [1]

 (d) Explain the role of data validation and data verification. [4]

 (e) Explain how Total could be validated. [2]

 (f) Describe the steps in a query that will output

  (i) the names of all students who earned the maximum mark on Exam_Two. [2]

  (ii) the Student_IDs of all candidates who passed. [4]

(Option A continues on the following page)

Turn over
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(Option A continued)

3. (a) (i) State what is meant by redundant data in databases. [1]

  (ii) Explain one issue that can be caused by redundant data in a database. [2]

 Consider the following example relation.  It holds data about a number of teachers and 
students from different schools who volunteer to support the local community on 
particular days.

 SCHOOL_VOLUNTEERS_TABLE (School_Name, Code, Address, Date, Num_Volunteers)

School_Name Code Address Date Num_Volunteers
Riverbank HS AB1234 Goldmar Dr 15 10/07/2017 32

East High EE1324 East Street 20 10/07/2017 15

East High EE1324 East Street 20 20/10/2017 19

Oceanview HS BG3445 Long Road 123 10/07/2017 14

Oceanview HS BG3445 Long Road 123 20/10/2017 26

Blue Sky HS SB9008 West Street 19 20/10/2017 37

 The key attributes are underlined.

 (b) Identify three characteristics of the 1st Normal Form (1NF) which are evident in 
this relation. [3]

 (c) Explain why a compound key is used for the SCHOOL_VOLUNTEERS_TABLE 
relation. [2]

The following shows the normalized SCHOOL_VOLUNTEERS_TABLE relation: 

SCHOOLS_TABLE
Code, School_Name, Address

VOLUNTEERS_TABLE
Code, Date, Num_Volunteers

 (d) Discuss whether these relations are in third normal form (3NF). [5]

(Option A continues on the following page)
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(Option A continued)

4. A telecommunication company stores a large amount of data in three databases.

CUSTOMERS A relational database which holds personal information such as age, 
gender, type of telephone, type of subscription, etc.

DETAILS_OF_CALLS An object-oriented database which holds data about telephone calls 
such as call duration, call time, location, where call originated, call 
received, etc.

COMPONENTS A spatial database which holds data about components of the 
telecommunication network, their location, their status and any error 
messages generated by these components, etc.

 (a) Evaluate the use of an object-oriented database as opposed to a relational database. [4]

 (b) Define a spatial database. [2]

 The database segmentation is carried out on the CUSTOMERS database.

 (c) (i) State what is meant by database segmentation. [1]

  (ii) Explain one benefit of database segmentation to the 
telecommunication company. [2]

 Data mining is used to extract knowledge hidden in this large amount of data.  Before using 
data mining processes the existing data should be cleaned up.

 (d) Explain how ETL processes could be used in data preparation. [3]

 (e) Distinguish between the use of association and sequential patterns as data 
mining techniques. [3]

 Customers committing fraud is a risk to the company.

 (f) Describe how deviation detection could be used to detect fraud at the 
telecommunications company. [2]

 Customers who decide to leave the telecommunication company for a competitor may result 
in huge losses for the telecommunications company.

 (g) Explain with the use of an example, how predictive modelling could be used to optimize 
information sent to existing customers. [3]

End of Option A

Turn over
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Option B — Modelling and simulation

5. (a) Distinguish between a computer model and a computer simulation. [4]

 (b) Identify two reasons why some systems are difficult to model successfully. [2]

 Computer simulations are often used in situations where practical experimentation is, 
for some reason, not possible.  One of these reasons could be an ethical issue.

 (c) (i) With clear reference to the ethical issue, describe one example where practical 
experimentation would not be possible for ethical reasons. [3]

  (ii) State three other advantages, apart from ethical reasons, of simulating a 
computer model rather than constructing a physical one. [3]

6. A manufacturing company that produces several products is using spreadsheet software to 
model its finances.  This includes calculations that will estimate different quantities including 
the profit that the company will make in future years.

 The model involves the use of spreadsheet software which will be organized using different 
sheets for different areas of the company’s finances.  Previously less sophisticated methods 
were used to keep track of costs and sales.

 (a) By including examples where appropriate, describe a basic structure for this model. [6]

 (b) Suggest how the reliability of the model could be tested. [2]

 The company has established certain profit targets that it wishes to achieve over the next 
three years.

 (c) Explain how this model can be used to investigate different strategies that will reach 
these targets. [4]

(Option B continues on the following page)
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(Option B continued)

7. Weather forecasters use computer models which are able to simulate future weather 
patterns.  These forecasts were originally limited to the near future.  However, modern 
systems can now produce long range forecasts.

 (a) Suggest two reasons why these simulations have improved both in their accuracy and 
their range. [4]

 (b) Suggest why forecasts become less accurate the more long range they become. [4]

 (c) Discuss whether historical data can be accurately used to forecast future weather. [5]

 The simulation of the weather forecasting models produces specific data which can be output 
in a variety of ways.

 (d) (i) Define the term visualization. [2]

  (ii) With the help of examples, discuss how the development in the way such data 
is visualized has made the results of these simulations more accessible to the 
general public. [6]

(Option B continues on the following page)
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(Option B continued)

8. Artificial neural networks (ANNs) are being used in a variety of applications, including pattern 
recognition, game playing, classification and data mining.

 (a) Explain one reason why ANNs are suitable for solving the types of problems found in 
these areas. [3]

 An ANN is being trained to recognize handwritten numbers by identifying them as a digit 
from 0 to 9.

 (b) Describe an appropriate set of data that could be used to train the network. [2]

 Assume that each digit to be identified is input as an image made up of 30 × 30 pixels.

 (c) State the number of neurons that would be in

  (i) the input layer. [1]

  (ii) the output layer. [1]

 A simplified version of an ANN is shown below.

outputH

D

E

F

GC

B

A

 (d) Explain the way in which the output from neuron D will be determined. [3]

 The network is set up with initial values.  The outputs are compared with the desired outputs.

 (e) Identify the steps that now take place to train the network. [5]

9. Google Translate is an algorithm whose function is to translate text from one language 
to another.  One of the resources that it uses is the body of documents produced by the 
United Nations which are routinely translated by humans into various languages.

 Discuss the reasons why Google Translate takes a probabilistic approach in preference to a 
cognitive rule-based approach. [5]

End of Option B
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Option C — Web science

10. BuildYourWebSite is an online company that provides a number of common templates for 
building your own website.  Each template includes one HTML file, one CSS file, a folder of 
web images, and a folder of special sound effects.

 (a) Identify two characteristics of HTML. [2]

 (b) Discuss the benefits and disadvantages of the template including a CSS file in addition 
to the HTML page. [6]

 Each template can be downloaded as a single compressed file, using a web browser.

 (c) Explain why TCP/IP is a reliable protocol in relation to downloading operations. [3]

 (d) Evaluate lossy compression and lossless compression when used to download files. [4]

11. Open source code is made available by a community of developers and is frequently 
updated.  The code can be downloaded for free, but users must register with the website and 
have their access authenticated.

 (a) Evaluate the use of server-side scripting to provide the mechanism for registration. [4]

 Authentication is based on signing in to an established third-party company, for example a 
user’s existing email or a social network account.  The third-party company then verifies the 
user, granting them access to the open source code website.

 (b) Explain how the user's privacy can be maintained whilst using this method of 
authentication. [4]

 The URL of this website is www.OpenSourceDev.org.  Any new pieces of code that the 
developers make available become new resources on the website.  A script generates 
weekly automatic notifications of new code available on the site, and sends this notification to 
users as an email.

 (c) (i) Outline, with an example, how the URL for these new pieces of code will 
be generated. [2]

  (ii) Outline the steps that the script could perform for sending out these notifications. [3]

(Option C continues on the following page)
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(Option C, question 11 continued)

 A fragment of a script and a web form are provided below.
 In the script some functions are not implemented, and only their specification is provided.

 <?php  
  //include a database of urls
  include('url_db.php'); 
  $url = $short = "";
 
  if ($_SERVER["REQUEST_METHOD"] == "POST") 
  { $url = $_POST['url'];
   $short = make_short($url);
   function make_short($u)
   { $x = make_alpha_string($u);
	 	 	 	 $y	=	first4_last4($x);
    $z = limits($x);
    $v = $y. ".".$z;  //string concatenation 
    return $v;
   }

   function make_alpha_string($u)
   { // It removes, in this order: substrings corresponding to
    // protocol names, the substring www, and all characters 
    // except for letters
   }

	 	 	 function	first4_last4($u)
	 	 	 {	//	It	returns	the	string	made	of	the	first	4	characters	
	 	 	 	 //	followed	by	the	last	4	characters	of	$u
   }

   function limits($u)
	 	 	 {	//	It	returns	the	string	made	of	the	first	character	and	
    // last character of $u
   }

   mysql_query("
    INSERT INTO url_db(orig_url, short_url, url_ip) VALUES 
    ( '".$_POST['url']."', 

     '".$short."', 
     '".$_SERVER['REMOTE_ADDR']."'   
    ) 
   ");
  } 
 ?>

 <form method="post" action=""> 
 URL: 
 <input  type="text" name="url" /> 
 <br><br>
 <input type="submit" name="Submit" value="Submit" /> 
 </form> 

 (d) Describe the processing that occurs when the form is filled with the URL 
https://www.the2nd.org/bin.php?id=70 that the server discovers is associated 
with the IP address 172.16.254.1. [3]

(Option C continues on the following page)
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(Option C continued)

12. A museum has an online catalogue of its pieces.  No new pieces have been acquired over 
the past 20 years, and the museum has already been at risk of closure for lack of funding.   
Its website consists only of static web pages.

  It is suggested that the museum’s static web pages may be contributing to the museum’s 
lack of success.

 (a)  Identify three differences between a static web page and dynamic web page. [3]
  
 (b) Suggest two services, and the benefits that they would provide, if the museum were to 

redesign its website to be dynamic. [4]

 (c) Explain how the provision of services on the museum's website can increase its 
rankings in search engines. [4]

 It is also suggested that the museum’s basic catalogue be revised and upgraded with all of 
the museum’s pieces being catalogued using meta-tags.

 (d) Suggest how the use of meta-tags can be relevant for search engine optimization. [3]

(Option C continues on the following page)
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(Option C continued)

13. With reference to the bowtie model of the web, consider the following graph.  It represents a 
snapshot of popular sites about a specific topic.
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 (a) Identify the nodes in the strongly connected core. [1]

 (b) Identify the set of OUT nodes. [1]

 (c) Outline why the edge between node 2 and node 1 is a tendril. [2]

 After two months, the graph has evolved into the one shown below.
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 (d) Identify two reasons why an edge may disappear in the new graph, for example the 
edge between node 5 and node 4. [2]

 We can interpret the graph as follows: 
Each node represents a document and each outgoing arrow represents a hyperlink in 
the document.

 (e)  State how many hyperlinks are in the document corresponding to node 6. [1]

 Power laws are often used to model phenomena occurring in very large networks and predict 
their evolution.  Power laws may be suitably applied in different cases, in the context of the 
World Wide Web. 

 (f) With reference to the relation between the number of documents in the web and the 
number of hyperlinks in each of them, suggest how power laws may help to explain the 
shape of the World Wide Web. [5]

(Option C continues on the following page)



Turn over

– 13 – N17/4/COMSC/HP2/ENG/TZ0/XX

(Option C continued)

14. Smart technologies can be used to illuminate the night.  Street light intensity and coverage 
can both be controlled, depending on physical parameters, such as the time of the day, or 
weather conditions. 

 The amount of pedestrians in the street or their activities could be further parameters used  
by algorithms for these type of applications. 

 (a) Discuss the technologies that ambient intelligence uses in this specific scenario. [4]

 (b) With a focus on privacy, discuss how traffic data from WiFi communication through 
smartphones can be used in this scenario. [4]

End of Option C
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Option D — Object-oriented programming

A restaurant uses an object-oriented program to manage the cost of the food and drink consumed 
by customers.  Everytime a table is occupied a Payment object is instantiated which will contain 
details of the items ordered.  As each item is ordered, a FoodItem or a DrinkItem object is added 
to the Payment object as appropriate.

public class Payment
{
 private FoodItem[]	fi	=	new FoodItem[100];
 private int	fiCount;
 private static double foodTax = 0.2;  // 20 % sales tax added to
                       // all food prices
 private DrinkItem[] di = new DrinkItem[100];
 private int diCount;
 private static double drinkTax = 0.1; // 10 % sales tax added to 
                       // all drink prices
 public Payment()
 {
	 	 fiCount	=	0;
	 	 diCount	=	0;
 }

 public DrinkItem getDi(int x)
 {
  return di[x];
 }

 // all other accessor and mutator methods are included

 // addFoodItem()  – this method adds a new FoodItem object
 // addDrinkItem() – this method adds a new DrinkItem object

 public static double findPrice(Item[]	pl,	String	c)
 {  //code missing  }

 // calculateBill() – This method returns the bill (the total value of 
 // the items consumed for a particular table)
}

public class FoodItem
{
 private	String	itemCode;
 private int quantity;

 public FoodItem(String x, int y)
 {
	 	 itemCode	=	x;
  quantity = y;
 }

 // all accessor and mutator methods are included
}

The DrinkItem class is defined in a similar way.

(Option D continues on the following page)
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(Option D continued)

15. Whenever a Payment object is instantiated, the variables fiCount and diCount are 
initialized to 0 through the code in the constructor.

 (a) Outline an alternative method of initializing these variables that would not require the 
use of the code in the constructor. [2]

 (b) State the implication of the use of the term static in the Payment class. [2]

 (c) With reference to two examples from the classes on page 14, explain the benefits 
gained by the use of different data types. [4]

 (d) Describe the purpose of the following statement: [3]

   private	FoodItem[]	fi	=	new FoodItem[100];

 The Payment class method addFoodItem() is passed a FoodItem object as a parameter.

 (e) Construct the method addFoodItem(). [3]

(Option D continues on the following page)
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(Option D continued)

16. The global variable tables is declared as follows: 

   Payment[] tables = new Payment[50];

 The indices in this array represent the table number, so tables[1] is a Payment object for 
the customers occupying table number 1.

 The driver (main) class contains the following code.  Note: You can assume that all 
appropriate accessor and mutator methods have been included in their respective classes.

 tables[1] = new Payment();
 tables[2] = new Payment();
 FoodItem a  = new FoodItem("f102", 2);
 FoodItem b  = new FoodItem("f100", 1);
 DrinkItem c = new DrinkItem("d102", 3);
 tables[1].addFoodItem(a);
 tables[1].addFoodItem(b);
 tables[2].addDrinkItem(c);
 tables[2].addDrinkItem(new DrinkItem("d103",1));
	 System.out.println(tables[1].getFiCount());
 System.out.println(Payment.getFoodTax());
	 System.out.println(tables[2].getDi(1).getItemCode());

 (a) State the output after this code is executed. [3]

 (b) Construct statements, in code, that will print out the following:

  (i) The number of drink items ordered by table 40. [1]

  (ii) The item code of the third food item ordered by table 2. [1]

(Option D continues on the following page)
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(Option D, question 16 continued)

 The price of each item is stored in an object of the Item class. 
 The class is outlined below:

 public class Item
 {
  private String code; // item code
  private String name; // item name
  private double price; // unit price before tax 
  // all accessor, mutator and constructor methods are included
 }

 All of the objects in this class are held in the global array pl according to the following 
declaration: Item[] pl = new Item[200];

 Note: The number of objects held in this array will change from week to week.

 The method findPrice(Item[]	pl,	String	c) in the Payment class looks up and returns 
the price of the item with code c.

 

 (c) Construct the method findPrice().  You may assume that the item exists in the array. [6]

 When a customer wishes to pay the bill, the calculateBill() method is called.  If the bill 
was for table 10 then the following call would be made:

  double	finalBill	=	tables[10].calculateBill(Item[]	pl);

 (d) Construct the calculateBill() method.  You should make use of any previously 
defined methods. [7]

17. (a) Construct a diagram showing the relationships between the Payment, FoodItem, 
DrinkItem, and Item classes.  You do not need to include the names of attributes 
or methods. [3]

 (b) By making reference to any of the above classes, describe two benefits that a 
programming team would gain from the use of encapsulation. [6]

 The company that owns this restaurant also owns hotels, shops, and a car hire business.  
The programs that manage the finances of these different businesses include classes similar 
to the ones shown in this paper.

 (c) Explain how inheritance could be used as a tool to both improve the clarity of the 
design and to reduce the amount of code that needs to be written. [4]

(Option D continues on the following page)
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(Option D continued)

18. The programming team have decided to replace the array of Item objects (pl) and the 
array of Payment objects (tables) with either a linked list or an ArrayList.

 (a) Outline one benefit that the use of either of these choices will have over the original 
array structures. [2]

 The array of Item objects (pl) is replaced by priceLL, an object of the LinkedList library 
class.  The Item objects can be created, deleted or amended.

 The method changePrice() allows an item, identified by its item code, to have its price 
changed.  All data required by this method are passed as parameters.  If the item is not found 
then an appropriate message is displayed.

 (b) Construct the method changePrice(). [6]

 (c) Explain how a binary tree structure would allow a more efficient search for the 
Item object. [4]

19. A palindrome is a word that spells the same backwards.  For example, the words “kayak” and 
“rotor” are palindromes.

 A word can be checked to see if it is a palindrome by comparing the first letter with the last 
letter and then the second letter with the next-to-last letter and so on.

 (a) Explain why recursion is a suitable tool to use when performing this check. [3]

 The method palindrome() is called by boolean t = palindrome(word);
 where word is a String variable.

 (b) Without writing code, describe the recursive method palindrome() that returns 
whether or not a word is a palindrome. [5]

End of Option D
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Option A — Databases  

1. (a) Award marks as follow up to [2 max].
Award [1] for: a unit of work/logical action; 

performed on a database; 
independent of other transactions; 
changes state of the database; 

Example answer 1 
A database transaction is a logical unit that is independently executed; 
For data retrieval or updates; 

Example answer 2 
A database transaction is a unit of work; 
That is either executed in full or not executed at all; 

Example answer 3 
A database transaction is a way of representing a state change; 
And has four properties, known as ACID; 

Example answer 4 
A database transaction usually means a sequence of steps, treated as a unit; 
For the purposes of satisfying a client’s request; 

Example answer 5 
A database transaction is a process carried out on a database; 
Which may change its state, for example: moving money between bank 
accounts;  [2] 

(b) Award up to [2 max].

Example answer 1
Durability is important because transaction data changes must be available;
Even in the event of database failure;

Example answer 2
Durability means that if the system says the transaction has been committed;
The client does not need to worry about it because transactions that have been
committed will survive permanently;

Example answer 3
Durability in databases is an important property because it ensures transactions
are saved permanently;
And do not accidentally disappear or get erased; [2] 

(c) Award up to [2 max].
One to one;
One to many;
Many to one;
Many to many; [2]
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(d) Award [1] for stating what a data dictionary is and up to [3 max] for describing its
contents.

It is a set of tables/a database that provides information/meta-data about the
database;

A data dictionary contains
The definitions of records/entities in the database;
How much space has been allocated for and is currently used;
Default values for columns/attributes;
Integrity constraint information;
Names of (database) users, their privileges and roles;
Auditing information such as who has accessed or updated data records;
etc (any other general database information);

They do not contain any actual data from the database, it contains only
information for managing it (without a data dictionary a DBMS cannot access
data from the database);
Data dictionaries are usually hidden from users to prevent them from
(accidentally) deleting/changing/destroying its contents; [4] 

(e) Award up to [4 max].
To direct and perform all activities related to a database system;
Installing and configuring software;
Creating new databases;
Designing the database schema and creating any necessary database objects;
Ensure database security is implemented to safeguard the data;
Back up and recover the database;
Work closely with application developers and system administrators to ensure all
database needs are being met;
Apply patches or upgrades to the database as needed;
Training employees who use the database; [4]
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2. (a) Award [1] for stating what data is.
Award [1] for stating what information is.  
Award [1] for stating the difference using an example. 

Example answer 1 
Data is a raw fact, for example, “Joe Skrin” is data/a string; 
Whilst information is data which has meaning; 
In this table “Joe Skrin” is the name of an art student/who had an examination/ 
who passed an examination; 

Example answer 2 
For example, number 99 is data; 
In this database, total 99 is information; 
Because it has meaning, it represents a student’s mark/it shows that the student 
failed; [3] 

(b) (i) An entity is some unit of data that can be classified and has stated
relationships to other data units; 
A real-world object with attributes that is represented as data in a database; [1] 

(ii) In relation to given example, the entity is a single student about whom data
can be stored as a record in this relation; [1] 

(c) String/varchar/char/alphanumeric; [1] 

(d) Award up to [4 max].  Award [1] for stating the purpose of data verification and
[1] for further explanation, up to [2 max].  Award [1] for stating the purpose of
data verification and [1] for further explanation, up to [2 max].

Data verification is a process that ensures the accuracy of data; 
(Accurate data is important because strategies devised based on incorrect data 
lead to inconsistent decision making;) 
Data verification is conducted using proofreading/double entry checks/new data 
cleansing software and technologies have been developed to automate the data 
verification process; 

Data validation ensures the data is logical and reasonable; 
Data validation is a computer-generated process using codes to validate a range 
of data; 

Data verification and data validation (applied in combination) provide quality 
assurance/make sure that processes and strategies are not driven in the wrong 
direction;  [4]
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(e) Award up to [2 max].

Example answer 1 (assuming the value of the Total is calculated)
The calculated value for the total mark must be an integer;
In the range from 0 to 300;
(If it is not, an error message could be output;)

Example answer 2 (assuming the value of the Total is entered)
The entered value for the total mark must be an integer;
In the range from 0 to 300;
The sum of marks on the three exams can be calculated and should be equal to
the entered value for Total;
(If it is not, an error message could be output;) [2] 

Example answer 3
Total is a validated field;
Therefore, if all the individual test fields are validated, the Total value will
automatically be within the specified range;

(f) (i) Award [1] for selecting the correct field from the table and [1] for a correct
comparison, up to [2 max]. 

SELECT Student_Name FROM Class_Table 
WHERE Exam_Two == 100  [2] 

 Note: Accept logically equivalent answers. 

(ii) Award marks as follows up to [4 max].
Award [1] for selecting the correct field from the table.
Award [1] for each of the correct comparisons, up to [4 max].
Award [1] for using logical operators correctly.

Example answer 1
SELECT Student_ID FROM Class_Table
WHERE Exam_One >= 30 and Exam_Two >= 30 and

Exam_Three >= 30 and Total >= 150

 Example answer 2 
SELECT Student_ID FROM Class_Table 
WHERE not (Exam_One < 30 or Exam_Two < 30 or 

Exam_Three < 30 or Total < 150)  [4] 

 Note: Accept logically equivalent answers. 
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3. (a) (i) Award [1 max].
Redundant data means data that is held in two different places within a 
database; [1] 

(ii) Award [1] for identifying an issue caused by data redundancy and [1] for a
brief explanation up to [2 max].

It could give the system unwanted/unexpected results;
due to the use of inaccurate data;

It may lead to additional storage requirements;
As data is used more times than necessary; [2] 

(b) Award up to [3 max].
Each attribute has a single value/is atomic;
All values for a given attribute are of the same data type;
Each attribute is unique;
This is a unique key;
There are no repeating fields;
There are no two identical tuples in this relation;
Order of attributes/tuples is not significant for the relation;
Key (Date + Code) is unique for each tuple; [3] 

(c) Award [1] for identifying why a compound key is used for the
SCHOOL_VOLUNTEERS relation and [1] for a brief explanation up to [2 max].

The alternative is to use an autonumber field;
But this would use additional storage space;

Are used because it is not possible to designate a primary key from a single field;
Neither the code nor the date field on their own uniquely identify a record;
Is based on two primary keys in other tables; [2] 

(d) Award up to [5 max].

Example answer 1
2NF = 3NF if there are no transitive relationships/if any non-key attributes are
more dependent on another non-key attribute than the key field;
Schools_Table could be the above if a school had more than 1 address;
Then the Address would depend upon the School_Name;
And the Schools_Table code would be split as follows:
(Code, School_Name)
(School_Name, Address);
If the school had only 1 address then 2NF = 3NF;
The Volunteers_Table has no transitive dependencies;
There is no redundant data;

Example answer 2
A relation is in 3NF if it is in 2NF and it contains no transitive dependencies;

Assuming that schools name is not unchangeable;
OR there are two schools with different names and same addresses;
OR two schools with same name and different addresses;
Then the school name cannot be treated as a key;
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From the 2NF (two created relations above) the functional dependencies are not 
evident in the relation School_Table (School_Name, Code, Address): 

The relation given above (in 2NF) is also in 3NF; 
School_Table (School_Name, Code, Address) 
Volunteers_Table (Code, Date, Num_Volunteers) [5] 

4. (a) Award up to [4 max].
Object-oriented databases store objects rather than data such as integers, strings 
or real numbers; 
Objects are used in object-oriented languages such as C++, Java, and others; 
Objects consist of attributes (data which defines the characteristics of an object) 
and methods (procedures or functions which define the behaviour of an object) / 
the data is closely related to the programs that process them; 
Which may be a more accurate representation of the real-world objects they 
represent; 

Relational databases store data such as integers, strings or real numbers in 
tables / uses tables with rows and columns); 
Relational database is normalized so data is not repeated more often than 
necessary; 
All columns depend on a primary key (a unique value in the column) to identify 
the column; 
Once the specific column is identified, data from one or more rows associated 
with that column may be obtained or changed; 
There is a distinct separation between the storage of data and any application 
using them; 

Disadvantages of object-oriented database over relational database 
Lower efficiency when data is simple and relationships are simple; 
Relational tables are simpler; 
More user tools exist for relational databases; 
Standards and support for relational databases are more stable so changes in 
database are less likely to be required; [4] 

(b) Award [2 max]
A spatial database stores:
Spatial data / locational data / geometric data types;
Such as point, polygons, lines, 3D shapes, coordinates etc; // allow any one of
these;
That model the structure of geometric/3D objects;
And make use of spatial indexes to access data;
And supports geometric functions; [2]
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(c) (i) Database segmentation means dividing entities into groups with similar
characteristics/common attributes; [1] 

(ii) Award [1] for identifying a benefit and [1] for a further explanation,
up to [2 max].

Benefit
Increased profit;
Better reputation;
Increased number of customers;
Better opportunities for growth;
To gain a larger share of the market;

Explanation
By studying the groups and behaviour of the customers in the group (for
example, average call time of customers younger than 30 or which services
are purchased by customers older than 60, etc);
The company will better understand customers and serve them better;
Can better decide which marketing actions should be taken;
Can better predict which group of customers new products/services should
be offered to;
Can better decide which new products/services are needed; [2] 

(d) Award up to [3 max].
Useful data should be discovered then extracted from various sources;
Transformations performed;
Repair inaccuracy between data formats;
Remove mistakes/spelling mistakes;
Delete unnecessary data/data fields / clean up the data;
(accept other examples)
Load data into data warehouse; [3] 

(e) Award up to [3 max].
Association is a (rule based) data mining technique which searches for
relationships between data items;
In the same transaction;
Sequential patterns is a technique that seeks to discover/identify similar patterns
in transaction data;
Over a period of time;

Note: Accept examples in given situation.
Association could find out that customers who buy a new mobile phone also
change the subscription type;
Sequential patterns could discover that twice a year number and duration of calls
increase (eg, customers’ birthday and New Year’s Eve); [3] 

(f) Award [1] for creating a model and [1] for detecting changes/differences in the
data/model from previously measured values, up to [2 max].

Example answer
The customer call records and calling behaviour (other activities) could be
summarized to obtain their calling pattern;
The (previous) calling pattern could be compared with the customers’ recent
call/activity;
In case of significant changes/differences the activity is suspicious/fraud
detected; [2]
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(g) Award [1] for creating a statistical model, [1] for analysing the model and
forecasting probabilities/trends and [1] for an appropriate example in the given
situation.

Example answer 1
Customer’s online behaviour pattern could be created and considered;
Customers who spend less time logged on may be less likely to renew their
annual subscription;
In this case, the ability to keep the customer can be increased by offering
new/better/cheaper services and products;

Example answer 2
Customer’s calling pattern could be created and analysed;
If, for example, the customer has high monthly usage of services then the
customer will probably renew his annual subscription;
(No actions made by the company needed);

If a customer is younger than 20, may spend more time exploring new service
features, and the customer is at a greater risk to cancel the contract/the customer
will probably not renew annual subscription;
(Actions made by the company might be needed, for example: offering new/better
services and products;) [3]
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Option B — Modelling and simulation 

5. (a) Award up to [4 max].
A computer model is a representation of a system; 
Made up of variables and formulae/mathematical representation; 
Whereas a computer simulation is a process that uses the model; 
In order to see the outcome(s) when different values are used for the variables 
(in the model); [4] 

(b) Either all of the variables are not known/difficult to define;
Or the relationships between them cannot be expressed
accurately/mathematically; [2] 

(c) (i) Example
Experiments on living animals in a high school science class; 
Such as effects of altering diet; 
It is not ethically acceptable to harm animals (for such purposes); 
Note: Accept reasonable examples, provided they are sufficiently 
explained. [3] 

(ii) Award up to [3 max].
Computer models/simulations allow the designers to:
Make alterations and quickly see the outcomes;
Repeat tests several times over;
Model dangerous situations safely;
Learn from “what if?” scenarios;
Saves costs if several different models have to be built; [3] 

6. (a) Award up to [6 max].
Different sheets will be dedicated to different categories, eg salaries, running 
expenses, sales, different products, different months etc.; 
Note: Award [2 max] for identifying at least two categories. 

Each sheet will contain a list of items for that category including associated 
values; 
Formulas will be included as necessary; 
Each sheet/category will include a formula that totals the values in that category; 
Intermediate values will be calculated, eg tax to be paid; 
The final profit will be determined from the previous totals;  [6] 

(b) Figures from previous years can be entered into the model;
With the results checked against the previously calculated results; [2] 

(c) Award up to [4 max].
Different (“what-if”) scenarios can be run;
In which the values of different variables are changed;
For example, the number of items sold / the increase in the level of salaries;
Note: Award [2 max] for identifying at least two items.

Selling prices/other (acceptable) parameters can be adjusted to achieve the
desired profit; [4]
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7. (a) Award up to [4 max].
Modern computer systems have become increasingly more powerful; 
Which allows more complicated systems to be simulated; 
In a short/acceptable period; 
The understanding of (the science of) weather has steadily improved/more 
historic weather patterns can be accessed; 
Allowing more accurate modelling to take place; 
More data can now be retrieved; 
Through satellites, ground stations etc; [4] 

(b) Only the major/known variables can be input into the model;
Approximations have to be made to represent complex processes;
These or other minor/unknown variables will not have a significant effect in the
short term;
But will have (unknown) effects in the long-term/small errors have a cumulative
effect over the long-term/butterfly effect; [4] 

(c) Award [1] for each valid point discussed, and a further [1] up to [5 max] for a
good expansion of this point.

Investigate past weather patterns in order to see if past forecasts were correct or
not and make adjustments to your model appropriately;
Look at specific events in the past (eg appearance of El Nino) to see how they
affected future weather patterns in different areas, and then apply this to new
occurrences of these events;
However, historical data does not take into account new factors, such as how
carbon emissions are contributing to global warming; [5] 

(d) (i) The representation of (abstract) data;
In a way that is understandable by humans; [2] 

(ii) Standard simulations produce numerical values (which are not easily
understood by the general public);
Modern simulations include
Graphics that are related to the data output;
eg rain drops/a smiling sun;
CGI/animation can produce motion;
eg showing a belt of rain crossing the country;
Which are more easily understood by the general public; [6]
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8. (a) The functions/mathematical relationships in these types of problems;
Which are required for use with traditional algorithms/non-ANN algorithms; 
And are difficult/impossible to define; [3] 

(b) Award up to [2 max].
Many sets of digits;
Using different pens/colours/thicknesses etc;
Written by different people; [2] 

(c) (i) 900; [1] 

(ii) 10; [1] 

(d) Award up to [3 max].
The product of;
The weights and the input values;
Will be summed for neurons A, B and C;
From this will be subtracted a bias/constant / This will be compared to a
bias/constant/ A function will be applied; [3] 

(e) Award up to [5 max].
The difference between the actual and desired outputs;
Which is the value of the cost function;
Leads to adjustments in the weights;
Of the neurons in the hidden layer(s);
The process is repeated;
Until the cost function reaches an acceptable value;
Or a certain number of iterations are made; [5] 

9. Award marks as follows up to [5 max].
Award [2 max] for an outline of how the statistical/probabilistic approach works (award
[1] for a less complete response).
Award [2] for an outline of how the rule-based/cognitive approach works (award [1] for
a less complete response).
Award [1] for a reasonable conclusion that explains why the former approach is
chosen.

Example answer 
The statistical model involves comparing the text to be translated against previously 
stored sets of text pairs (eg English and its French equivalent) and then selecting the 
most probable translation; 
The cognitive model involves establishing all the rules of each of the languages and 
then breaking down each section of text to establish its grammatical structure and then 
replacing the text with text that has an equivalent structure from the other language; 
The second approach has not proved particularly successful for two reasons.  The first 
is that the process of establishing a clear set of rules is extremely labour intensive.  
The second is that the process can be ruined by the problems of context, double 
meanings and non-standard language; 
The first approach was taken because the company has stored an enormous set of 
validated text in different languages and the increase in processing power which allows 
this corpus to be searched and processed; [5]
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Option C — Web science 

10. (a) Award up to [2 max].
Mark-up language; 
Can contain scripting commands/code; 
Can imbed objects; 
Uses tags to structure page; 
Provides constructs to build hyperlinks; 
Can be integrated with CSS and JavaScript; 
Note: Accept other reasonable characteristics. [2] 

(b) Award marks as follows up to [6 max].
Award [1] for identifying an advantage, [1] for identifying a disadvantage, and a
further [4 max] for expanding on these advantages/disadvantages.

Advantages
It saves time (in web development);
Because modification of style needs to only be made to the CSS;
It saves space;
Because the code (of the style) is not repeated in each HTML file;
Quicker load of many pages / Quicker download of many pages from the same
site;
HTML files are smaller;
It gives a uniform appearance to the entire website;
Which makes it more attractive/appealing/easy to navigate;
It can be integrated with outside sources (eg RSS feeds);
Which makes the website more interactive/dynamic for the user;
Quicker to make changes to layout/formatting/page positioning;
Therefore, it helps separating the jobs/tasks of illustrators (designer) from those
that produce content;
Increases accessibility of authoring to non-experts;
Supported by most browsers;
Increasing the number of users;

Disadvantages:
Downloading pages from different sites can be slow (general browsing);
Because each page may have its own CSS;
(However, downloading many pages from the same site is instead faster;)
CSS syntax is different from HTML and can be slightly ambiguous;
Not a user-friendly language (but available as IDE) that the developer needs to
learn;
(eg the same cascade style name may have slightly different effects when used
by different browsers;)
An HTML page saved without CSS, and seen offline, will not display nicely;
Because it would require access to external files, including CSS (including
images, video, sound);
Anybody with read/write permission to the CSS can easily override just the CSS;
Showing unwanted information to an entire web-site (risk of hacking in just one
point/internal threat with high risk);
Some browsers do not support exactly the same CSS (some styles/fonts for
example);
The view can be slightly different using different browsers/risk of slight
incompatibility;
(For large, corporate sites) Integration of HTML + CSS with other content
management systems (CMS) may be tricky;
Because CMS also use their own CSS, and there can be collisions, and it
requires technical competence; [6]
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(c) Award up to [3 max].
(When a request of download is received at the Application level (eg HTTP with a
browser), appropriate data packets are generated and sent to the transport
layer/TCP;)

TCP uses the header of the data packets to order them and to check their
contents;
And sends an acknowledgement signal to the transmitter upon correct
reception, before preparing a new data packet with a further header for the
IP/Internet level;
If the transmitter does not receive the acknowledgement from the TCP, the
transmitter re-sends the packet;
Therefore, all correct packets will be available to the TCP at some point to be
made available to the IP and specifically to the IP destination/receiver (in the
header);
IP ensures that the package reaches the correct address; [3] 

(d) Award marks as follows up to [4 max].
Award [1 max] each for outlining the two techniques (lossy and lossless).
Award [up to 2 max] for relating both to actual applications ([1] if related to file
types instead).

Images and audio can be compressed using lossy techniques;
This will create a smaller file/faster transmission time;
But the data loss will not seriously affect quality;

However, CSS and HTML files might lose possible scripting;
As you need to recover the original data;
Lossless compression is more suitable; [4] 

11. (a) Award up to [4].
Server-side scripting does not require the installation of extra resources on a 
computer, for example the latest plug-in to run the script; 
The log-in process will generally be slower as a round trip has to be made; 
However, for regular visitors of the site, it speeds up the login, as the server script 
might be linked to data storage and recognize their access for further reference; 
The server script is independent from the version of the browsers that is used, 
the user just sees the HTML interface (this is the typical problem with client-side 
scripting);  
A security breach on the server could lead to all log-ins being compromised; 
However, server-side is more secure as client-side is more easily hacked into; 
There can be occasional downgrade in performance if too many users are 
running simultaneously their scripts on the server;  
However, for the nature of the files, this should not generate bottlenecks in the 
network (small files, not intensive streaming); [4]
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(b) Award up to [4 max].
Your email address and associated password are private;
Both are needed to register with the initial website, but at most only the email
address is stored there;
They are forwarded to the third-party website for identification;
The third-party identifies/confirms whether or not the person is who they say they
are, based on their email/social network services that the third party provides;
This yes–no answer/confirmation provides the authentication for the open-source
developers; [4] 

(c) (i) Award [1] for stating how the URL is generated, and [1] for giving an
example, up to [2 max]. 

It is generated by taking the path of the website extended with the path for 
the code; 

 eg www.OpenSourceDev.org/newcode/json/fakecode007; [2] 

(ii) The script accesses the file of new URLs (in a file);
And adds the URLs to an email template;
Then accesses the file of email addresses of subscribers (and sends
email); [3] 

(d) Award marks as follows, up to [3 max].  (Note: there are [5] marking points)
Award [1] for the value passing from the form to php via POST.
Award [1] for the operation of the code to generate the short URL with final $v.
Award [1] for access to update database.
Award [1] for a new correct triple in database.
Award [1] for remote access operated by server through the database to retrieve
the URL.
Note: Competent use of terminology is needed to award full marks.  Generic
answers that show general good understanding of the process, but lack use of
competent language should not be awarded full marks.

Example
The value of the URL that is inputted (and submitted) via the form is stored in the
variable URL which Interacts with the php code, because the method POST is
specified in the form, therefore starting a communication process;

The process generates a different value for the name for the URL that is used to
update a database of URLs together with the IP address;

The IP address is retrieved by the server through a remote call requested from
the insertion in database;

The new value for the URL that is generated, given the one in input, is
thenhpid.td and is stored in $v;

(detail of intermediate operations: 
 $x = thendorgbinphpid 
 $y = thenhpid 
 $z = td 
 $v = thenhpid.td) 

The new record inserted in the database url_db will be the following triple 
www.the2nd.org/bin.php?id=70, thenhpid.td, 172.16.254.1; [3]
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12. (a) Award [3 max] for three differences stated.
Dynamic allows user interaction; 
Allows parts of the content to be changed without uploading the complete page; 
Can connect with server-side databases; 
Gives different views for different users; 
Includes the use of scripts / server side scripting, examples of; 
Dynamic makes use of templates; 

Static webpages are changed only by administrator; 
It gives the same view to all users; 
It displays exactly the information that is stored in the html file (and it may still 
include multimedia); 
Simpler to develop/maintain, because it does not require major design/knowledge 
of web applications; 
Source code edited directly in HTML generally shorter/less cumbersome than the 
one developed with web applications; [3] 

(b) Award [1] for identifying a service and [1] for stating a benefit, for two services
up to [4 max].

Book/pre-pay online for tickets;
More convenient for visitors (avoids closures/queues etc);

Add a virtual tour of the museum online;
Increases the visibility of the museum / It becomes better known;

Add an audio-guide for smartphone to be downloaded from the portal;
So that users are already equipped before they visit;

(Targeted) pop up adverts/links;
Can increase revenue to the museum; [4] 

(c) Award up to [4 max].
More possibility for the users to interact will make the website more popular;
More services online provides more ways for the museum to be linked from/to
other external organizations/institutions (eg bank/tourist office);
The two combined would generate more traffic and more authoritative in-links;
This increases the possibility for the site to be found in a variety of ways when
searched;
And this increases the website’s ranking; [4]
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(d) Award marks as follows up to [3 max].
Award [1] for an example/idea of a meta-tag and its purpose.
Award [1] for understanding the link between meta-tags and indexing via the
search operation by crawlers.
Award [1] for understanding the link between indexing and ranking via
optimization/better classification by SEO.

Use of correct keywords allows the search engine to search and find those terms;

For Example
Title tags / keywords associated to the title of the page;
A description with tags may induce more visitors to visit the page;
Other keywords that appropriately refer to the content of the web;
(Even irrelevant keywords or hidden content however keyword stuffing might
actually be punished by more recent algorithms for ranking);
Meta attributes for robots (such as follow/nofollow, index/noindex) that give
indication about whether or not to index the page;
Meta language descriptors (for example to recognize in some language rather
than English) to appropriately index content based on the dictionary of that
language;
This is related to indexing, because web crawlers visit pages and inspect their
content based on the terms that they have to search;
The ranking algorithms give value to the pages once that they are indexed, based
on parameters that depend also on the ease of retrieving the pages/number of
authoritative in-links/number of hits (or visitors);
The Search Engine can be optimized so that the best use of meta-tags can be
made with the objective of indexing and ultimately ranking; [3]
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13. (a) Award [1] for all three correct.
3, 5, 6 [1] 

(b) Award [1] for both correct.
4, 8 [1] 

(c) No;
Because 2 reaches the node 3 that is in the SCC; [2] 

(d) Award [2 max]
There is no longer a link between 5 and 4;
because
5 has deleted its link / 5 no longer finds 4 interesting/relevant;
4 has changed its URL;
4 has removed itself from the internet; [2] 

(e) 4 [1] 

(f) Award marks as follows up to [5 max].
Award up to [1] for showing understanding of what a power law is, [2] for
addressing both ideas of incremental web and preferential connectivity (award
only [1] if one is addressed), and [2] for discussing them in context AND
mentioning some element of the web graph.

(Incrementality of web): Number of nodes in the web increases (nodes are not
deleted) / New nodes (documents) have hyperlinks that connect to existing nodes
in the web;

(preferential connectivity): This connectivity happens following some preferential
element/affinity/alikeness (eg common theme) and over time it induces an
aggregation of nodes;

(Incrementality and preferential connectivity): Have the consequence that the
SCC grows; 

(Nodes are not deleted, but) some of the hyperlinks in documents may be 
changed/deleted/break over time, this may produce isolated nodes; 

(Power law – proportionality): Relates two quantities, x and y, when y is 
proportional to x^c, for some constant c; 

The probability for a new document N to be connected to some document M 
(with a certain out-degree) is proportional/depends on the probability that the 
hyperlinks in N to connect to M (ie the sum of the out-degrees of the nodes 
reached from N, recursively); 

Therefore, a few nodes receive many in-links (because many nodes link to them 
directly or indirectly based on preference), whereas nodes that have a few 
in-links are probably new;  

Niche themes/new themes with new language/obsolete themes (when theme is a 
preference) typically bypass the SCC, making tendrils and tubes;  [5]
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14. (a) Award up to [4 max].
Sensors; 
Used to receive input for a physical parameter, such as daylight; 
Transceivers/microcontrollers; 
Directly on the lamppost, to be controlled remotely; 
Wireless network/remote control antenna/RFID; 
Position in each lamp along a street (or just the first), to communicate with both 
the central service centre (or all neighbouring lamps having a RF and 
communicate pairwise); 
Internet/servers; 
To connect the monitoring centre to the lamps;  [4] 

Note: Do not accept: LED light and permanent supply of power, as they are not 
directly related to CS/IT. 

(b) Award marks as follows up to [4 max].
Award up to [2 max] for describing how the smartphones/WiFi could be used for
street illumination.
Award up to [2 max] for a discussion on privacy/monitoring based on the
data/algorithms used.

For example

How smartphones/WiFi is used in the scenario
Hot-spot traffic may provide an indication of how large the crowd moving in the
street/zone is;
Hopping from one connection to another may provide an indication of how and
where the crowd may move;
Therefore, this data may contribute to optimize the algorithm, which in turn could
impact on the cost of public illumination, so it is an advantage for the collectivity;

Discussion on privacy/monitoring
Data on hotspots are provided by telecom companies;
These data should already be the result of some analysis and be stripped of any
private (personal) information;

However, the company that controls the illumination would still have information
on where the crowd is (in addition to the telecom) and this poses an issue of
crowd monitoring;

Worse, hotspots integrated directly on lampposts would provide a very
fine-grained anchoring net, and presence/movement of individuals rather than
crowds could be monitored (not their private information, necessarily);

In both cases, private data shall not be made available and authorities and
protocols should be used to guarantee which level of service these ubiquitous
solutions provide;

Governments may obtain this information to track the whereabouts of individuals; [4]
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Option D — Object-orientated programming  

15. (a) Award [1] for identifying the code and [1] for identifying the new position.
private int fiCount = 0 and private int diCount = 0; 
In the variable/attribute section of the class and not in the constructor); [2] 

(b) EITHER
The values of these (static) variables;
Are the same for all objects;
They belong to the class (not to the objects);
And are only created/declared once;
Note: Do not accept “cannot be changed”.

OR
The static methods;
Are class methods (not object methods);
Are independent of the objects in the class; [2] 

(c) Award [2 × 2] for each clear example.  Only award [2] for an example if the
benefit is clearly shown;

Having different data types allow different operations to be carried out depending
upon the type;
eg
Calculations in the integer “quantity” variable;
which are not possible for a String;

Double instead of integer allows the use of decimals;
which mirrors real-life scenarios/allows more precise calculations;

Using an array (of objects);
Allows individual items to be accessed/processed more easily;

Memory usage can be reduced;
eg “fiCount” takes up less space as an integer than it would as a double
(assuming it’s just a number); [4] 

(d) The variable fi is declared as an array of FoodItem objects / of type FoodItem;
With (a maximum of) 100 values;
It cannot be directly accessed/it is encapsulated within the Payment class; [3] 

(e) Award [1] for each correct line of code.

public void addFoodItem(FoodItem f)
{

fi[fiCount] = f; 
 fiCount++; 
} [3]
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16. (a) Award [1] for each correct value.
2; 
0.2; 
d103;  [3] 

(b) (i)  System.out.println(tables[40].getDiCount()); [1] 
Allow variations of the get method name. 

(ii) System.out.println(tables[2].getFi(2).getItemCode()); [1] 
Allow variations of the get method name.

Note: Ignore minor syntax errors in both parts (b)(i) and (b)(ii). 

(c) Award marks as follows up to [6 max].
Award [1] for correct initialization.
Award [2] for loop that checks entries, but has early exit.
Award [1] for a loop that checks all 200 entries with no early exit.
Award [1] for correct assignment.
Award [1] for correct comparison.
Award [1] for correct return value.
Award [1] for both the assignment and comparison IF get methods are not used.

public static double findPrice(Item[] pl, String c)
{

int x = 0; 
double price = 0.0; 
boolean found = false; 

 while(!found) 
 { 

if ((pl[x].getCode()) == c)  
  { 

  price = pl[x].getPrice(); 
  found = true; 

  } 
  x++; 
 } 
 return price; 
} [6]
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(d) Award marks as follows up to [7 max].
Award [1] for correct method header.
Award [1] for correct initialization.
Award [1] for correct loop.
Award [1] for finding item code.
Award [1] for use of findPrice method.
Award [2] for the calculation if completely correct, award only [1] if taxes are
wrong and/or no use of accessor.
Award [1] for consideration of both food and drink objects (whether correct
or not);

public double calculateBill(Item[] pl)
{

double total = 0.0; 

for(int x = 0; x < fiCount; x++) 
 { 

String c = fi[x].getItemCode(); 
double price = findPrice(pl,c); 
total = total + fi[x].getQuantity()*price*(1 + foodTax); 

 } 

for(int y = 0; y < diCount; y++) 
 { 

String c = di[y].getItemCode(); 
double price = findPrice(pl,c); 
total = total + di[y].getQuantity()*price*(1 + drinkTax); 

 } 
return total; 

} [7]
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17. (a) Award marks as follows, up to [3 max].
Award [1] for 4 classes connected with arrows/lines. 
Award [1] for “has a” label or correct arrow from Payment to FoodItem and 
“has a” label or correct arrow from Payment to DrinkItem (with no 
additional arrows). 
Award [1] for “uses” label or correct arrow going from Payment to Item (with no 
additional arrows). 

[3] 

(b) Award [1] for identifying a feature, [1] for an example in the given context, and [1]
for an elaboration, for two features up to [6 max].
Encapsulation places all attributes and methods that relate to a particular
object/entity together;
For example, Payment class includes attributes such as the food and drink arrays
and methods such as calculateBill();
This provides a clearer view/understanding of each section of the problem;
Which can lead to more efficient programming (faster, less errors etc);

Encapsulation protects the values of the data stored within the object;
From (accidental) changes made by other classes;
For example, quantity in the FoodItem class cannot be altered through another
variable called quantity in another class;
This allows programmers to select any variable names they wish/no restriction on
choice of variable names; [6] 

(c) Award up to [4 max].
A generic Payment class can be created;
This would contain data/variables/methods required by all units of the company;
Each of the different operations could then inherit this class;
Adding new variables/methods that relate only to them;
Overriding the superclass methods as necessary;

Note: Allow a similar answer that deals with the different items (FoodItem,
DrinkItem etc). [4] 

has a 
FoodItem 

DrinkItem 

has a 

uses 

Item 

Payment
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18. (a) Memory space for the exact number of objects can be assigned;
Whereas the array will (inevitably) waste space/allot more memory than is 
needed/may run out of allotted memory/there is no need to determine array size; [2] 

(b) Award marks as follows, up to [6 max].
Award [1] for correct signature.
Award [1] for correct initialization of the length of the loop/size of the linked list/
Boolean/Iterator object as appropriate to the solution and appropriate message
displayed at end;
Award [1] for correct loop.
Award [1] for correct comparison, with or without get methods.
Award [1] for correct updating, with or without get methods.
Award [1] for early exit if found.
Award [1] for answer completely correct.

Example 1

public void changePrice(LinkedList<Item> pll, String c,
double newPrice)

{
int i = 0; 
boolean found = false; 
int size = pll.size(); 
while (i < size && !found) 

 { 
if (pll.get(i).getCode().equals(c)) // allow “=” 

  { 
  pll.get(i).setPrice(newPrice); 
  found = true; 

  } 
i = i + 1; 

 } 
} 

 Example 2 

public void changePrice(LinkedList<Item> pll, String c, 
double newPrice) 

{ 
Iterator<Item> iter = pll.iterator(); 
boolean found = false; 
while (iter.hasNext() && !found) 
{ 

Item current = iter.next(); 
if (current.getCode().equals(c)) // allow “=” 

  { 
  current.setPrice(newPrice); 
  found = true; 

  } 
 } 
} [6]
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(c) The pl array/Item objects could be read into a binary tree;
And placed in order of the item code;
(Successive) comparisons between the search item and tree item will reduce the
search space by a half (each time);
Which results in a faster search than a linear search/Olog(n) is better than
O(n);
As a linear search might have to loop through the whole list;  [4] 

19. (a) The solution repeats the same algorithm/series of steps/code;
With a changing/different parameter set; 
Until a base/terminating case is reached;  [3] 

Note: Do not award marks for “the method calls itself”. 

(b) The base case will return true if the length of word = 0 or 1 (must have both values) /
The index of last character <= index of the first character;
Otherwise the first and last letters will be compared;
Returns false if they are not equal;
If they are equal, calls the method again;
With, as its parameter, the word stripped of its first and last letters (can use
indices); [5]
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Introduction

Computer science has had a considerable impact on medical diagnosis, treatment and research.   
This case study explores some of these impacts.  Note that in this case study, doctor and surgeon refer 
to medically qualified people with specific jobs.  A health carer may be a doctor or surgeon, but also 
includes anyone involved in treating medical conditions, such as physiotherapists and nurses.  Health 
centre refers to an establishment where medical services are available such as a hospital or clinic.

The original idea of a patient or doctor entering symptoms into a computer and receiving an accurate 
diagnosis in return has only been partially realized.  However, diagnosis decision support systems (DDSS) 
and clinical decision support systems (CDSS) are being used and constantly improved.   
A DDSS is intended to diagnose a condition from a given set of symptoms, and a CDSS includes the 
ability to suggest treatment in specific situations.  Some of the most successful systems so far, have 
been those designed for the diagnosis and treatment of specific conditions, such as tumours. 

A doctor needs experience and access to knowledge in order to make a correct diagnosis.  Medical 
practices change over time as new discoveries are made about diseases, symptoms and treatments.  
This means repeated re-training for doctors as well as continual access to the latest information.  
Moreover, in some remote areas a trained doctor is not available to make a diagnosis.  A diagnostic 
system incorporating an up-to-date knowledge base would be helpful in such situations. 

Just as a doctor uses knowledge, experience and trained skills to interpret the symptoms of a patient, 
a diagnostic system has a knowledge base and a method of analysis known as an inference engine 
for interrogating the knowledge base and proposing a diagnosis from a given set of inputs.  Current 
knowledge bases are continually expanding due to the increased amount of information about conditions 
and their causes, and also the incorporation of data in different formats from medical imagery.  At the 
same time, the efficiency of the inference engine is increasing with techniques involving fuzzy logic and 
pattern recognition.

Health policies

Health policies are a major part of government planning and require a large part of the financial budget in 
most countries.  Private health centres also have to balance cost with health benefits when investing in 
medical personnel and computer systems. 

Doctor Metaxis, a medical computer consultant who works as an advisor for governments and also 
advises private health centres, explained some of the current computer methods being employed.

“The use of diagnostic systems was originally envisaged as being a way of saving money by using 
machines instead of doctors.  However, the systems are expensive and still need expert interpretation.  
An experienced doctor can derive symptoms from the physical aspect and behaviour of a patient.  
Similarly, the medical history and background of the patient is often known to the doctor which is a factor 
to take into account when deciding on treatment.  These are important pointers to certain conditions and 
appropriate treatments, which are currently not easily incorporated into diagnostic systems.   
A comprehensive policy on electronic health records could change that.” 

Electronic health records

Many governments are now looking to enforce compatible electronic health records (EHR) across all 
health services.  The concept of EHRs relies on patients having up-to-date medical information and 
appropriate personal information stored electronically.  This has been happening for some time with 
health centres digitally storing their own patients’ data.  The plan is to extend the EHR to have only 
one record for each person, which can be accessed and amended in any health centre and by any 
authorized health carer.
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Turn over

The most ambitious plan is perhaps that of the European Economic Community (EEC).  In 2012, a new 
action plan for 2012–2020 was adopted proposing a series of measures and expressing a commitment 
to remove the existing barriers to “a fully mature and interoperable eHealth system in Europe”*.  The 
information in each record will include demographic data, hospital visits, past illnesses, allergies, scans, 
X-rays and much more.  There are obvious potential advantages for the individual, for researchers and 
also for health care planners, but there are some implications that need to be considered as well.

Doctor Metaxis has been approached by a government representative of one of the countries involved.  
The representative needs advice as to how they could conform to such a new system.  Doctor Metaxis 
explained that there are many factors to take into account.  

“Apart from the different languages and health practices across the European Union, there are also 
hardware and software compatibilities that have to be considered.  Implementing such a system is 
extremely expensive and complex, as has been shown in the UK; attempts in some other countries have 
allegedly led to clinical mistakes.  The attitudes of patients and the impact on medical staff need to be 
considered.  On the other hand, those involved in bioinformatics, are particularly interested in the vast 
amount of data that could be used for predictive diagnosis and the possibility of including DNA in the 
records could lead to advances in genomic bioinformatics.” 

Telemedicine

Doctor Metaxis went on to talk about telemedicine.  This is expanding, particularly where access to a 
medical expert is difficult, and in situations when a patient is able to receive their care at home rather 
than in hospital.  It can be used by surgeons in different areas to collaborate during a complicated 
operation, via communication lines. 

“Another advantage of telemedicine is that a specialist can see and speak to the patient together with 
any health carer as well as have access to measurements such as temperature and heartbeat which can 
be relayed over the internet. 

“I have been asked to design a computer system for a new clinic, Tall Trees, which will be opening next 
year in a small village with a large rural community.  The clinic intends to include telemedicine in its 
services, in order to offer health care to all.  In particular the clinic requires from me, technical details and 
information on the latest medical electronic advances.  Starting from scratch, they want to incorporate 
the latest technology.  I will recommend that they consider incorporating the technology relating to the 
internet of health things.”

Internet of health things (IoHT)

An addition to telemedicine is the rapid development of the internet of health things, which can be 
incorporated into telemedicine.  It can also be used by people wishing to monitor their own health, thanks 
to the use of wearables and the incorporation of near field communication (NFC) and radio-frequency 
identification (RFID) into many mobile devices.  This allows medical data to be relayed continually to 
a health centre.  Doctor Metaxis mentioned that many people now access the internet for a possible 
diagnosis of symptoms, and to help interpret results, such as blood tests.  This trend is expanding, with 
the increased amount of information on health available through the internet. 

Doctor Metaxis also offers advice to health departments that have a fixed budget from the government to 
spend on medical services in hospitals. 

“Of course, the hospitals want to employ the latest techniques to give the best possible service.   
Medical imagery can help in meeting their needs.”
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Medical imagery

Medical imagery is an important part of diagnosis and treatment.  Magnetic resonance imaging (MRI), 
computed tomography scan (CT scan) and ultrasound are three available systems.  Ultrasound is 
non-invasive, is widely available and less expensive when compared to the other two; hence it is 
used extensively when there is a choice of methods.  The image below shows the different parts of 
the system from the transducer to the sonogram shown on the display.
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PZ crystals

Sound backing

Transducer

The transducer emits high frequency sound waves at the points chosen.  The way in which these are 
refl ected back is processed to build up an image of the area scanned in the form of a sonogram.  The 
2D images of the sonogram can be used to make a 3D image.  There is no doubt that the advances in 
the quality and analysis of medical imagery are giving excellent results, but they can be computationally 
intensive and expensive and need trained personnel for interpretation.  One recent and useful 
development is the extension of ultrasound 3D imaging to augmented reality imaging. 

Research into the use of augmented reality imaging, points towards revolutionary changes in medical 
practice for diagnosis and for surgery; it provides simulations for medical students, it increases accuracy 
in the operating room and it offers valuable assistance in telemedicine.  This together with robotic 
controlled surgery has the potential to make the operating theatre a safer place.  A radio controlled 
robotic instrument can be guided by a surgeon to the exact position where an intervention is needed, 
thanks to the quality of the 3D image.  The surgeon can also be working from a distance.

Doctor Metaxis summarized the issues considered by governments and private clinics looking to update 
their systems.

“Research is funded by companies hoping to make money with results, and also by governments 
wanting to improve health for their population.  Exciting developments in technology could improve 
the standard of health globally.  The latest advance in robotic controlled surgery can mean savings in 
hospital costs and can be monitored by expert surgeons from a distance.  The computer analysis of 
medical images has the potential to give early diagnoses which in turn could save lives and health costs.  
However there is an initial expenditure in machines and electronic communication which has to be 
considered as well as the difference this makes to training medical staff.”

Removed for copyright 
reasons

The image showed an 
ultrasound image of a 

human fetus in the womb.
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Challenges faced

Doctor Metaxis and his clients must focus on the following challenges:
yy the feasibility and consequences of developing a coherent EHR system;
yy the effect of technological developments on health carers;
yy development and implication of bioinformatics for predictive diagnosis;
yy combining electronic and human resources in order to get health services to those in remote or 

underdeveloped areas.

Additional terminology to the guide

Augmented reality
Bioinformatics
Clinical decision support system (CDSS)
Computed tomography scan (CT scan)
Diagnosis decision support system (DDSS)
Electronic health record (EHR)
Fuzzy logic
Genomic bioinformatics
Inference engine
Internet of health things (IoHT)
Knowledge base
Medical imagery
Magnetic resonance imaging (MRI)
Near field communication (NFC)
Pattern recognition
Predictive diagnosis
Radio-frequency identification (RFID)
Robotic controlled surgery
Sonogram
Telemedicine
Telesurgery
Transducer
Ultrasound

Some companies, products, or individuals named in this case study are fictitious and any 
similarities with actual entities are purely coincidental.

* European Commission, eHealth Action Plan 2012–2020, http://ec.europa.eu/health/
ehealth/docs/com_2012_736_en.pdf (2012) 
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Answer all questions.

1. (a) Define bioinformatics and give an example of the data used in medical research. [2]

(b)  Outline one feature of fuzzy logic which makes it suitable for medical diagnosis. [2]

2. (a)  Compare ultrasound and a CT scan in the creation of a medical image. [4]

 (b)  Outline two compatibility issues that might be faced with the introduction of Electronic 
health records (EHRs) in a large country. [4]

3. With reference to the technology involved, explain how augmented reality imaging could 
be used to assist a surgeon in one country to carry out a complicated operation under the 
supervision of an expert surgeon in another country. [6]

4.  A new health centre is planned in a remote mountain area to serve a community which is 
scattered over a large area. The nearest large hospital with complete medical services is 
difficult to reach.

The services to be offered in the new health centre should include:

 y health carers at the health centre for visits made by appointment
 y expert doctors from other locations, who are available 24 hours a day via  

a VPN connection
 y a comprehensive care system for chronically sick patients at home
 y some visiting health workers  
 y some provision for emergency operations in the health centre
 y diagnostic equipment to identify cases where a person needs to be treated at 

the large hospital.

 The planners are also considering whether to create an internet site with authorized access 
for the community.

 With reference to the technologies involved, discuss ways in which the required services 
could be met and their effect on the people in the community. [12]
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